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[enapTameHT rocyaapcTBeHHOM NoAUTUKK B chepe obuiero obpasoBaHna MuHobpHaykun Poccum
HanpasfseT ana ceefeHusa paspaboTaHHble BpemeHHoi Komuccueit Coseta deaepaumm No pPasBUTUIO
MHGOPMALMOHHOrO 06LLLeCTBa METOAMYECKME PEKOMEHAALUM O pasMelleHUn Ha MHPOPMALMOHHbIX
cTeHaax, opuLManbHbIX MHTEPHeT-canTax 7 APYyrux NHPOPMALMOHHbBIX pecypcax
06ueobpasoBaTe/ibHbIX OPraHM3aLunii U OPraHoOB, OCYLLLECTBAAIOWMX YripaBaeHme B chepe obpa3oBaHus,
nHpopmauum o besonacHom NoBeaeHUN N NCNONb30BaHUK ceTn "UHTepHeT".
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MpunoxkeHune

METOANYECKME PEKOMEHOALUN
O PASMELWLEHNN HA UHOPOPMALMOHHbIX CTEHAAX, OPULIMANIbHBIX
MHTEPHET-CAUTAX U APYINX UHOOPMALIMOHHbBIX PECYPCAX
OBLLEOBPA3OBATE/IbHbIX OPTAHU3ALIUA U OPTAHOB, OCYLLECTBNAIOLMUX
YNPABNEHUE B COEPE OBPA3OBAHUA, UHOOPMALUU O BE3OMNMACHOM
NOBEAEHUN U NCNOJIb3OBAHUU CETU "MHTEPHET"

dKcneptamuM UM uYneHamu BpemeHHoM Komuceum Coseta Pepepaumm  nNo  pasBUTULO
MHPOPMAUMOHHOTO oblecTBa B pPamMKax BbINOJHEHUA PEKOMEHOAUMA NapAaMeHTCKMX CAyLlaHui
"AKTyaNbHble BoMpocbl obecneyeHns 6e3onacHOCTM W pa3BuTMA aetelr B MHPOPMALMOHHOM
npoctpaHcTee”, Kotopble npownn B CoBete Pepepaumm 17 anpens 2017 r., 6blan paspaboTaHbl
MeTOANYECKME PEKOMEHAALMM O pPasMeLEeHUM Ha MHOOPMALMOHHbIX CTeHAaX, oduLManbHbIX
WUHTEPHeT-caliTax W [pyrMx WMHPOPMALMOHHBIX pecypcax obuieobpa3oBaTeNbHbIX OpPraHU3auunii K
OpraHoB, OCYLLEeCTBAAOWMX ynpaBneHne B cdepe ob6pasosaHuA, WHPopmaumm o 6e3onacHom
noseAeHUN U UCNONb30BaHUK ceTu "UHTepHeT" (aanee - MeToaMYeCcKMe peKoMeHZaumm).

MeToaMyeckne peKoMeHZalUMW  Hanpas/ieHbl Ha  KayecTBeHHOe MNOBbllEHWE  YPOBHA
MHOOPMALMOHHOW AeaTeNbHOCTM 06LeobpasoBaTe/ibHbIX OpraHM3aLmMii U OpraHoB, OCYLLECTBAAIOLNX
ynpasneHve B cdepe obpa3oBaHMA, B YacTU MHOOPMUPOBAHMA yYaLLMXCA, UX poauTenei (3aKOHHbIX
npeacrasuTenei) M neaarorMyecknx pPaboTHUMKOB 06 OCHOBHbIX acrnekTax WHGOPMaLMOHHOM
6e3onacHocTu.

MeToauyeckme pekomeHaaumu no3BonAT obuieobpasoBaTesibHbIM OPraHM3aUMAM W OpraHam,
OCYLLECTBAAIOWMM ynpaBneHve B cdepe 06pPa30BaHWMA, aKTya/IM3MPOBATL YXKE MCMOJb3yemble W
pasmelleHHble UHPOPMaUMOHHbIE MaTeprabl, Tak U NOATOTOBUTbL MUX B C/1y4ae UX OTCYTCTBUA C Yy4ETOM


http://www.consultant.ru/
consultantplus://offline/ref=8011A96834EE03E794328F96172675400829276223176F024761DCC1DAEF68B4B62E71C4fDD
consultantplus://offline/ref=8011A96834EE03E794328F96172675400829276223176F024761DCC1DAEF68B4B62E71C4fDD

JNIYYLLINX NPAKTUK U peKoMeHaaLniA.
B pamkax meToamyeckmMx peKoMmeHaaumin pacCMaTpmMBaKOTCs Caeaytolme NHCTPYMEHTbI:
1. "HGOPMALIMOHHbIE CTeHAbI;
2. oduUMaNbHbIE UHTEPHET-PECYPChI;

3. cpeacTBa MaccoBoi MHpopmaLMK (LUKONbHbIE ra3eTbl, Negarorniyeckne UsgaHua U gpyrue).
MHdopmaunOHHbIe CTEHADI

Ha nHdopmaumnoHHbIX cTeHaax B 06ueobpa3oBaTeibHbIX OpPraHn3aumax, pacnosioxeHHbIx B ¢pone
yupexaeHuin u B KabuHeTax, OCHALLEHHbIX MEepPCOHa/bHbIMW YCTPOMCTBAMM [N BbIXO4a B CeTb
"MHTepHeT", pekomeHAayeTca pasmecTUTb MHPOPMaLMOHHbIE NAMATKN, COAEPKALLME OCHOBHbIE COBETbI
no obecneyeHno MHPOPMaLMOHHOM He30MacHOCTU yYaLumXca.

B npunoxeHun N 1 K mMeToaMYECKMM peKOMeHZauuam npeacTaBneH obpasel, namsaTKM Ana
pasmeLLeHMA Ha MUHGOPMALLMOHHbIX CTEHAAX.

CpepacTtBa maccoBoit UHopmauum

B cpeactBax maccoBoit MHPOPMaUMKM, OPUEHTUPOBAHHBLIX Ha O6yYaloWMXcA, peKomeHayeTca B
TeyeHne y4yebHOro roga perynsapHo nyb6auMKoBaTb MHOOPMAUMOHHbIE MaTepuanbl, MOCBALLEHHblE
OTAEeNbHbIM acnekTam WHPOPMaUMOHHOM 6e30MacHOCTM, a TaKXKe pas/iMyHble NaMATKM obuiero
XapakTepa.

B cpeactBax mMaccoBol MHOOPMALMMK, OPUEHTUPOBAHHbLIX HA MefarorMyeckyro ob6LWEecTBEHHOCTb,
pPEKOMEHAOYEeTCA B TeYeHWe Ka/ieHJapHoro roga peryasapHo nybnaukosatb MHGOPMaLMOHHbIE
maTepuanbl, MNOCBALWEHHble OTAE/bHbIM  acnekTam  WMHPOPMaLMOHHOM  6e30nacHOCTU  Kak
HEeCcOBepPLUEHHOIETHUX, Tak U 0b6Weobpas3oBaTeNbHbIX OpPraHM3auMii, a TaKXKe pas/iMyHble MaMATKM,
0630pbl HOPMATMBHO-MPABOBOrO pPeryMpoBaHMa AaHHON cdepbl U MHPOPMALMIO O aKTyasbHbIX
MeponpuUATUAX 1 cobbITUAX B flaHHON chepe.

B xope nposepeHus EguHoro ypoka no 6esonacHoctM B cetu "MHTepHeT" pekomeHpyeTtcs
obecneunTb BbIMNYCK TEMATMYECKOro BbIMyCKA CPeACTBA MaccoBol WHPopmaumm nmMbo cepum
nyb6avKaumim, cpean KOTOPbIX PacCMOTPETb OPraHW30BaHHblE MEepPonpUATUA A1A 00y4vatoWwMxca, MX
poauTeneli (3aKOHHbIX NpeacTaBUTENE) U NearorMyeckor obw,ecTBEHHOCTH.

OdumumanbHble UHTEepHeT-pecypchbl

ObuieobpasoBaTeNbHbIM OpPraHM3aLMAM PEKOMEHAYETCA Ha CBOMX oduuManbHbIX WHTepHeT-
pecypcax obecneunTb ¢YHKUMOHMPOBAHME CAMOCTOATENLHOIO M CMeuuannsMpoBaHHOrO pasgena
"MHbopmaumoHHana 6e3onacHocTb", B pamKax KOTOpPOro npeaycMoOTpeTb pasmelleHue cheaytoLLei
nHbopmaumu:

N Pasaen/noapasaen | ®opmat npeacraBneHus CopeprkaHue matepumanos
maTepuanos
1. |/loKanbHble Konuu goKymeHTOB B PasmeLLatoTca KONUKU LOKYMEHTOB, T.€.
HOpMaTMBHbIE aKTbl B | popmate *PDF CKaHMPOBAHHbIV BapUaHT JOKYMEHTa,
chepe obecneyeHus COOTBETCTBYIOLWMI TpeboBaHMAM K
MHPOPMaLMOHHOM napameTpam CKaHUPOBaHWA.
6e3onacHoOCTH PasmelLaloTca LOKYMEHTbI,




obyuatoLmxcs PernameHTUPYIOLLME OpraHn3aumio 1
paboTy C NepcoHabHbIMM AaHHbIMMU,
NAaHbl MEPONpPUATUIA No obecneyeHunto
MHbOpPMaUNOHHOW besonacHoCTH
obyualowwmxca u gpyrve.

2. |HopmatusHOe Konun OKymeHTOB B My6aMKylOTCA aKTyanbHble CBEAEHUS O
peryinposaHue ¢dopmate *PDF desepanbHbIX U permMoHaNbHbIX 3aKOHAX,
NMCbMax OpraHoOB BNACTU U Apyrue
HOPMaTMBHO-NPABOBble AOKYMEHTbI,
pernameHTUpytowme obecneveHune
MHbOpMaUMOHHOM besonacHoCTH
HecoBepleHHoneTHUX. [lonyckaeTca
BMECTO KOMWUI pa3meLLaTb rMnepccblikn
Ha COOTBETCTBYIOLLNE AOKYMEHTbI Ha
CanTax OpraHoB rocyZapcTBeHHON BNACTM.

3. Meparornyecknm TeKcT Ha cTpaHuue caiTa | PasmellatoTca meTogmyeckme
paboTHMKam Konun fOoKymeHTOB B pekomeHOauMn 1 yKasblBaeTca
¢dopmate *PDF MHbOPMALUA O MEPONPUATUAX, MPOEKTaX

M Nporpammax, HanpasaeHHbIX Ha
NnoBbleHMe NHPOPMALMOHHOM
rPaMOTHOCTU Negarornyecknx
paboTHMKOB.

4. | Obyyatowmmes TeKCT Ha cTpaHuLe caliTa | Paameltaetca MHPOpMaLMOHHaA NamATKa
(npunoxkeHue N 2) u ykasbiBaeTcs
MHbOPMALUNA O MEPONPUATUAX, MPOEKTaxX
W Nporpammax, HanpasaeHHbIX Ha
nosblweHne MHGOPMaLMOHHOM
rPamoTHOCTM 0ByYatoLwmxCs.

5. |Pogutensam TeKcT Ha cTpaHuLe caiTa | Pasmeltaetcs MHGOPMaLMOHHAA NaMATKa
(3aKOHHBbIM (npunosxkeHune N 3).
npeacTaBUTeNaM)
obyuatowmxcsa

6. |[eTckue 6e3onacHble | TeKCT Ha CTpaHuLe caliTa | Pasmewaetca nHpopmauma o

CaunThbl pPeKoMeHAyeMbIX K UCMO/Ib30BaHUIO B
yuyebHom npouecce 6e3onacHbIX calnTax,
6aHHepbl 6e30nacHbIX A4ETCKUX CalToB.

OpraHam, OCyWecCTBAAWMM ynpaBneHve B cdepe 06pasoBaHMsA, PEKOMEHAYETCS Ha CBOMX
opuumanbHbix  UHTepHeT-pecypcax  obecneuntb  GYHKLUMOHMPOBAHME  CAMOCTOATENLHOTO MU
CneunannsnpoBaHHoro pasgena "MHPopmaumoHHas  BesonacHocTb", B  pamMKax KoOTOporo
npesycmoTpeTb pasmelleHue ceaytouein MHGopmaLmm:

Mpunoxenmne N 1

NAMATKA



[N1A OBYYAIOLLIMXCA OB UHPOPMALIMOHHOM BE3OMACHOCTU AETEM

HENb3A

1. Bcem noapaa coobuiate CBOK YacTHyO UHOpMaUUio (HacTosawme ums, pamunuio, TenedoH,
agpec, HoOMep LWKObI, a TakXe doTorpadun ceou, CBoen ceMbm U Apy3eit);

2. OTKpbIBaTb BNOXEHHbIE $aiibl SNEKTPOHHOM NOYTbI, KOFAa He 3Haelb OTNPaBUTENS;
3. [py6buTb, NPUAMPATLCA, OKA3bIBaTb AaBJeHME - BECTU ceba HEBEXANBO U arpeCcCUMBHO;

4. He pacnopsKanca AeHbramu TBOel cembu 6e3 paspelleHus cTaplux - Bcerga crnpalimsan
poautenen;

5. He BcTpeuaiica ¢ NHTepHET-3HaKOMbIMMU B PeasibHOM KM3HU - MOCOBETYMCA CO B3POC/bIM,
KOTOpOMY AoBepAeLlb.

OCTOPOXHO

1. He Bce nuwyT npasay. Yutaewb o cebe Henpasay B NHTepHeTe - coobuwm o6 3TOM cBOMM
pPOAUTENAM UK OMEKYHaM;

2. MpurnaliatoT NepenmcbiBaThbCa, MrpaTh, 06MeHNBaTLCA - NPOBEPb, HET IN NOABOXa;
3. HesakoHHoe KonupoBsaHue ¢aitnos B MHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbliBali B3pocC/ibiM 0 Npobaemax B CETU - OHW BCeraa NomoryT;

5. Ucnonb3yit HacTpolikn 6e30MacHOCTM M NPUBATHOCTM, YTOObl HE NOTEPATb CBOM aKKayHTbl B
COLICETAX W APYruxX nopranax.

MOXHO
1. YBarkali Apyrmux nosb3oBaTenen;
2. Monb3yewbcs MHTEPHET-UCTOYHUKOM - A€Nal CCbINIKY Ha HEero;
3. OTKpbIBal TONbKO TE CCbI/IKM, B KOTOPbIX YBEPEH;

4, Oﬁu.l,aTbCFi 3a NOMOUWbO B3pOCabIM - poauTenn, onekyHbl N agMUHUCTPaLUNA canTos Bceraa
NOMOTYT,

5. Mpoinaun obyyeHune Ha canTte "CeTeBMUOK" 1 NOAYYM NAcnopT UMPOBOro rpaxkaaHuHal

MpunoxkeHue N 2

NHOOPMALIMOHHAA NAMATKA
AONA OBYHAROLLUXCA ANnA PASMELLEEHUA
HA OPULIMA/IbHbIX UHTEPHET-PECYPCAX

C KaxkgblMm rogom mosoaexkun B MHTEPHETE CTAHOBUTbLCA 60ﬂbLLle, ad WKOJIbHUKKN OOHU N3 CaMbliX
aKTUBHbIX NO/Mb30BaTeneln PyHeTa. Mexagy Tem, NOMMMO OFpPOMHOI0 KOAMYeCTBa BO3MO)'KHOCTEI7I,



WMHTEPHET HeceT U Npobaembl. ITa NamMATKa A0/1KHA MOMOYb Tebe 6e30nacHo HaxoAMTbCA B CETU.
KomnbloTepHbie BUPYCbI

KomnbloTepHbIA BUMPYC - 3TO Pa3sHOBUAHOCTb KOMMbIOTEPHbIX MNPOrpamm, OTANYMTENbHOWN
0COB6EHHOCTbIO KOTOPOW ABNAETCA CMOCOBHOCTb K PAa3MHOMEHMIO. B AONOAHEHME K 3TOMY, BUPYCbl MOTYT
noBpeanTb UAN MONHOCTbIO YHUUTOMXWUTb BCEe dainbl U AaHHble, NOAKOHTPOJIbHbIE MO/Ib30BATENIO, OT
MMEHM KoToporo Bbina 3anyLeHa 3apa*keHHas Nporpamma, a TakxKe NnoBpeauTb UK faxKe YHUYTOXKUTb
OnepaunoHHYI0 cucTemy co Bcemu dainamm B Lenom. B GONbLIMHCTBE Cly4aeB PacnpoCTPaHATCA
BMPYCbl Yepes UHTEepPHeET.

MeTtoabl 3aWuTbI OT BPEOOHOCHbIX Nporpamm:

1. MCI'IOIIb3yﬁ coBpemMeHHble onepaunoHHbIE CUCTEMbI, UMeLWne Cepbe3HbIl\;1 YPOBEHb 3aWNTbl OT
BPEAOHOCHbIX NPpOorpamm;,;

2. TlocTosHHO ycTaHaBAMBai nNaytM  (LMopoBble 3annaTkM, KOTOpble aBTOMAaTMUYECKU
YCTaHaB/NMBAKOTCA C Lenblo A0PaboTKM nporpammbl) U apyrme obHOBAEHUA CBOEW onepaLMOHHON
cuctembl. CKaumBail MX TOAbKO € oduuManbHOro cainTta paspabotumka OC. Ecam cyuiectByeT perkum
aBTOMaTMYECKOro 06HOB/IEHUS, BKIOYM €r0;

3. PaboTai Ha cBOeM KomMbloTepe nog npaBamMu NMob30BaTe/iA, @ He agMUHUCTPATOpPa. ITO He
No3BO/UT 6O/bLINHCTBY BPEAOHOCHbIX MPOrpaMmM WHCTAN/IMPOBATbCA Ha TBOEM MepcoHaslbHOM
KOMMblOTEpPE;

4. WNcnonb3y aHTMBMPYCHble NPOrpaMMHble MNPOAYKTbl M3BECTHbIX MPOU3BOAUTENEN, C
aBTOMaTU4YeCKUM ob6HoBNEeHMEeM 6a3s;

5. OrpaHuub GU3MYECKUIA JOCTYN K KOMMNbIOTEPY A7 NOCTOPOHHUX NNLL;

6. Wcnonb3yit BHewHWe HocuTenu WHOOPMAUMKM, TaKMe Kak ¢newka, AUCK uam dann u3
WHTEPHETa, TO/IbKO M3 NPOBEPEHHbIX MCTOYHMKOB;

7. He oTKpbiBail KomnbloTepHble aii/ibl, NOJYYEHHbIE M3 HEHALEMHbIX UCTOYHWMKOB. [axe Te
daiinbl, KOTopble NPMCAAN TBOM 3HAKOMBI. Jlydlle YTOYHU Y HErO, OTNPABASAA N OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BMA, Nepefayn AaHHbIX, HE TEXHONOIUSA, @ BCEro Nuilb bpeHa, mapKa. Ewe B 1991
rogy HMaepnaHAckaa KomnaHua 3apeructpuposana 6perHg "WECA", uto o603Ha4ano cnosocoyetaHue
"Wireless Fidelity", KoTopbii nepeBoanTCA Kak "6ecnpoBoaHan TOYHOCTL".

[o Hawero BpemeHu gowna gpyras abbpesnaTypa, KOTopan ABAAETCA TAKOM e TexHonornen. 1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe 6bIJI0 4@HO C HAMEKOM Ha CTaHAAPT BbICLUEN 3BYKOBOM TEXHUKM
Hi-Fi, yTo B nepeBoae o3HayaeT "BbICOKas TOYHOCTL".

[da, becnnaTHbli WHTEpPHeT-ZOoCTyn B Kade, OTensx M asponopTax ABAAETCA OT/IUYHOM
BO3MOKHOCTbIO BbIX04a B MHTEPHET. HO MHOIMe 3KCMepTbl cuMTaloT, YTo obweaoctynHble Wi-Fi ceTu He
ABAAOTCA 6€30NacHbIMMU.

CoBeTbl No 6e3onacHocTM paboTbl B 06LeaocTynHbIx ceTax Wi-fi:

1. He nepepaBait cBoto AnYHYO0 MHPopmauuto yepes obuweaoctynHbole Wi-Fi ceTn. PaboTan B HUX,
JKenaTeNbHO He BBOAMTb MApPOM AOCTYNA, IOFMHbI U KAaKMe-TO HoMepa;

2. Wcnonb3yih M 06HOBAAW aHTMBMPYCHble Nporpammsl M 6paHamayep. Tem cambiM  Tbl



obe3sonacuuib cebn OT 3aKauyku BUpYCa Ha TBOE YCTPOMCTBO;

3. MNpun ucnonovzosaHum Wi-Fi otkatoun dyHkumio "Obwmin goctyn K daitnam u npuHTepam'.
JaHHaa JyHKUMA 3aKpblTa MO YMOAYAHUIO, OAHAKO HEKOTOpble NONAb30BaTeNM AKTUBMUPYIOT ee And
yAo06CcTBa Mcnoib30BaHUA B paboTte unum yyebe;

4. He mncnonb3yit nyb6anunbin WI-FI gns nepenaym NMYHbIX AaHHbIX, Hanpumep AAa BbiXxoda B
COUMANbHbIE CETU UNN B SINEKTPOHHYIO NOYTY;

5. Ucnonb3yii ToNbKo 3alimuLeHHOe coeanHeHue yepes HTTPS, a He HTTP, T.e. npu Habope Beb-
afapeca BBoaun umeHHo "https://";

6. B mobunbHom TenedpoHe oTKAouM ¢yHKuuto "MoakntoueHne K Wi-Fi aBTomaTuueckun". He
[0MyCcKan aBTOMaTUYEeCKOro NoaKAtYeHns ycTponcTea K cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumanbHble CeTU aKTMBHO BXOAAT B Hally »M3Hb, MHOrMe foAM paboTaloT U KUBYT Tam
NOCTOsIHHO, a B Facebook y»ke 3apernctpupoBaH MUAINAPA YE/I0BEK, YTO ABAAETCA OAHOM CebMOM BCEX
Kutenen nnaHetbl. MHOrMe nosb3oBaTeNn He MOHMMAIOT, YTO MHOPMaAUUA, Pa3sMELLEHHAs UMK B
COUMANbHbIX CETAX, MOXET bbITb HAalAEHA U UCMOJIb30BaHa KEM YrogHo, B TOM YMcae He 0653aTeNbHO ¢
61arMmm HamepeHuaMu.

OcHoBHble coBeTbl N0 6e30nacHoCTM B COLMaNbHbIX CETAX:

1. OrpaHuyb cnucoKk apysein. Y 1eba B Apy3bsAX He AOJIKHO ObiTb CAYyYaMHbIX U HE3HAKOMbIX
nogen;

2. 3awmwanm CBOK YaCTHYHO KM3Hb. He yKkasbiBat naposu, TenedoHbl, agpeca, AaTy TBOEro
POMAEHMA W  APYrY0 JAWYHYIO  WMHPOPMaLMIO.  3/10YMbIWNAEHHUKM MOTYT UCMO/b30BaTh  Aarke
MHDOPMALMIO O TOM, KaK Tbl U TBOM POANUTENN NAAHUPYETE NPOBECTU KAaHUKYbI;

3. 3awmuan ceoto penyTaumio - 4epKu ee B YUUCTOTe M 3agaBait cebe Bonpoc: xoTen bbl Tbl, YTOObI
Apyrve Nonb3oBaTeNu BUAENW, UYTO Tbl 3arpyxaelb? lMogymai, npexae 4em 4YTo-TO ONy6AMKOBATb,
HanucaTb U1 3arpy3uThb;

4, Ecnv Tbl TOBOPULWb C NOAbMW, KOTOPbIX He 3Haellb, HE MCMNOAb3yi CBOE peanbHoe UMA U
APYryIo IMYHYI0 MHGOPMALMN: UMA, MECTO KUTENbCTBA, MECTO y4ebbl U Npoyes;

5. Usberain pasmeweHusa d¢oTorpaduit B MHTepHeTe, rae Tbl M306pakeH Ha MECTHOCTW, Mo
KOTOPOW MOXHO OMpeaennTb TBOE MECTOMOJ/IOKEHWE;

6. I'IpM perncrpaumn B cou,maanoﬁ cetn HEO6XO,£I,I/IMO ncnonb3oBaTb C/AOXHbIE NaApPO/n,
cocroAawmne n3 6YKB n Ll,Md)p M C KOQIMYECTBOM 3HAKOB He meHee §;

7. Ona cou,maanoﬁ CeTn, NoYTbl U ApYyrnx canTos HEO6XO,EI,MMO MCNO1b30BaTb pPa3Hble Napoaun.
Torpa ecnm Tebn B3/10MatoT, TO 3/1I0YMbIWNEHHNKN NOAYyYaT AOCTYN TOJZIbKO K OAHOMY MeCTY, a He BO BCe

cpasy.
DNEeKTPOHHbIE AEHbIN

DNEKTPOHHbIE IeHbIM - 3TO OYeHb YA0BHbIA cnocob naateskei, 04HAKO CYLLECTBYHOT MOLLIEHHUKMN,
KOTOpble XOTAT NONYUYUTb 3TU AEHbIU.

al'IEKTpOHHbIe AeHbrnm noasuanCb coecem HeaaBHO U MMEHHO MU3-3a 3TONO0O BO MHOTUX
rocygapcreax 40 CUX NOP HeE NPOMMCaHO NPO HNUX B 3aKOHaX.



B Poccun e OHM GYHKUMOHMPYIOT M O HUX YXKE MPOMMCAHO B 3aKOHe, rae UX pasfenstoT Ha
HECKOJIbKO BUAOB - aHOHUMHbIE U HE aHOHUMHbIe. Pa3HMLA B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspellaetca nNpoBoAMTb onepaumm 6e3 uaeHTUOMKAUMM NOSb30BaTeNA, a B HeaHOHUMHbIX
naeHTMPUKaUmnA nNosib3oBaTena aBaseTca 0bAa3aTeIbHOMN.

TaKkKe cneayeT pasivyaTh 3/IEKTPOHHbIE PpUaTHblE AeHbIM (pPaBHbI FOCYAAPCTBEHHbIM BaaloTam) U
3NEeKTPOHHble HedMaTHbIe AeHbIM (He paBHbI FOCYAapPCTBEHHbBIM BasllOTam).

OcHOBHble coBeTbl N0 6e30nacHo paboTe € 3N1EKTPOHHbIMM AEHbraMu:

1. MpuBAXKM K c4eTY MOBUNBHbBIN TenedoH. ITo cambliit yA06HbIN N BbICTPbLIA CNOCO6 BOCCTaHOBUTL
J0CTyn K cyeTy. MpuBA3aHHLIA TenedoH NMOMONKET, eciv 3abygelb CBOM MAATEXKHbIM Naposb MK
3aMelb Ha CalT C HE3HAKOMOTO YCTPOMCTBa;

2. Ncnonb3yin ogHopasoBble naponu. MNocne nepexona Ha YCUJIEHHYIO aBTopU3aLUMio Tebe yxKe He
6yaeT yrpoXKaTb ONACHOCTb KpaXKu UK nepexsaTa NaTeXHOoro napons;

3. Bbibepun cnoXHbIM naposb. [pecTynHMkam OyaeT He NpocTo yragaTb CAOXHbIA MNaposib.
HagzexHble Napoau - 3To Napoan, KOTopble CoAepKaT He MeHee 8 3HAKOB UM BKKOYAIOT B cebA CTPOYHbIe
M nponucHble 6yKBbl, UMPPbI U HECKO/IbKO CUMBOJIOB, TaKMe Kak 3Hak Jonnapa, ¢yHTa,
BOCKAMLATENbHbIN 3HAK 1 T.n. Hanpumep, StROng!;;

4. He BBOAM CBOM SINYHbIE AAHHbIE Ha canTax, KOTOpPbIM HE AO0BepAELlb.
3HEKTp0HHaﬂ no4yrta

JNEeKTPOHHAA MoyTa - 3TO TEXHOJIOTUA W NpPefoCTaB/IAsEMbIE €l YCAYTM MO Mepecbiike U
MOJIYYEHUIO 3/IEKTPOHHbIX COOOLLEHUI, KOTopble pacnpenenarTca B KOMNbOTepHOM ceTu. O6bl4HO
SNEKTPOHHbIA MOYTOBbIM AWMK BbIFAAUT cnegyowmm obpasom: MmA_Noab3oBaTensi@uma_a0oMeHa.
TaKKe Kpome nepenayn NPocToro TEKCTa, MUMEETCS BO3MOXKHOCTb NepesaBaTtb Gpaisbl.

OcHoBHble coBeTbl N0 6e30nacHoi paboTe C 3NEKTPOHHOM NOYTON:

1. Hapo BbibpaTb NpaBuAbHbIA MOYTOBbLIN CepBUC. B MHTEpHeTe ecTb OrpOMHbI BblIGOP
6ecnnaTHbIX NOYTOBbIX CEPBMCOB, O4HAKO Nlyylle A0BEepPATb TEM, KOO 3Haelb U KTO NEPBbIN B PENTUHTE;

2. He ykasbiBaii B J/IMYHOM MNoYTE AUYHYIO WHPopmaumio. Hanpumep, Anydwe BbIGpaTb
"My3blKanbHbIM_paHaT@" nnu "pok2013" smecto "temall"”;

3. Mcnonb3yin ABYyX3TamnHyl aBTOpM3auMio. ITO KOraa NOMMMO Mapons HY»HO BBOAWUTb KOA,
npucbliaemslii no SMS;

4. Bblbepn CNOXHbIM Naponb. [NA Kax4oro noytoBOro filMKa A0/IKeH ObiTb CBOM HageXKHbIN,
YCTOMYMBBLIM K B3/IOMY Napoib;

5. Ecan ecTb BO3MOXHOCTb HanmcaTb Camomy CBOW NINYHbIN BOMNpOC, MCHOﬂb3yﬁ 3TY BO3MOXXHOCTb;

6. Mcnonb3yit HECKO/IbKO MOYTOBLIX AWMKOB. MepBblit ANA YacTHOW MepennckM C agpecaTami,
KOTOPbIM Tbl AOBepselb. JTO 3/EKTPOHHbIM aApec He HaAo WMCNo/Ab30BaTb NPW PErucTpaumm Ha
dopymax u canTax;

7. He oTKpbiBait paitnibl M gpyrve BAOXKEHUS B MUCbMaX, AaXKe €CAN OHU NPULLAKN OT TBOUX ApY3ei.
Jlydlie yTOUYHM y HMX, OTNPABAAAN N OHW Tebe 3Tn daiinbl;

8. Mocne oKoHYaHMA PaboTbl Ha MOYTOBOM CepBUCE Nepes 3aKPbITUEM BKAAZAKU C CAUTOM He
3abyab HaxaTb Ha "Bbintn".



KnbepbynnuHr unm BupTyanbHoe M3aesateibCTBO

KnbepbynnuHr - npecnesoBaHWe COOOLIEHUMAMM, COAEPMKAWMMM OCKOpbieHUs, arpeccuto,
3anyrmBaHume; XyanMraHCTBo; coumaaibHoe 6017IKOTVIpOBaHVIe C NOMOLbIO PaA3/INYHbIX UHTEPHET-CEPBUNCOB.

OcHoBHble coBeTbl N0 Hopbbe ¢ KnbepbynanHrom:

1. He 6pocaiica B 60M4. Jlyuwmin cnocob: nocoBeToBaTbCA KaK cebsa BECTU U, EC/IN HET TOTO, K KOMY
MOXHO 00paTUTbCA, TO BHa4yane YCNOKOUTbCA. Ecan Tbl HayHewb OTBEYaTb OCKOPOAEHMAMM Ha
OCKOpPHNEHMA, TO TONBKO elle 6o/blie Pa3oXKKellb KOHGANKT;

2. Ynpasnsan ceoen Knbeppenyraumnemn;

3. AHOHMMHOCTb B ceTM MHMMaA. CyLLecTBYIOT CNocobbl BbISCHUTb, KTO CTOUT 3@ aHOHWUMHbIM
aKKayHTOM;

4. He cTOMT BECTM XYyAUTAHCKUI 06pas BUPTYyanbHOW KU3HWU. UNHTepHeT dUKcupyeT Bce TBOM
OENCTBUA N COXPaHAET UX. YAannuTb ux byaeT KpaliHe 3aTpyLHUTENbHO;

5. Cobntogaii cBOK BUPTYa/ibHYIO YECTb CMOJIOAY;

6. WrHopupy eauMHWuHbIM HeraTue. OpHOpasoBble OCKOpOUTENbHblE COOBLEHNA Ayylwe
UrHopupoBaTb. O6bIYHO arpeccus NpeKpaLLaeTca Ha HayaibHOM CTaauu;

7. BaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMM COOBLLEHNAMM, B COLMANbBHbBIX CETAX
€CTb BO3MOHOCTb 6/10KMPOBKM OTMNPABKMU COOBLLLEHWUI C ONpeaeseHHbIX aapecos;

8. Ecan Tbl cBMaeTenb KubepbynnuHra. TBOM AeNCTBMA: BbICTYNUTb MPOTUB NpecieaoBaTens,
nokasaTb emy, YTO ero AencTBMA OLEHMBAOTCA HEraTMBHO, NOAAEp)KaTb KepPTBY, KOTOPOWM HYKHa
NCUXONOTNYECKas MOMOLLLb, COOBLLMTL B3POC/bIM O GpaKTe arpecCMBHOrO NOBeAEHMA B CETU.

Mo6unbHbIii TenedpoH

CoBpemeHHble cMapTdOHblI M MAaHLWETbI cogep:kaT B cebe BMoaAHe B3poCablii GYHKUMOHAN, U
Tenepb OHW MOTYT KOHKYPMPOBaTb CO CTALMOHAPHbIMW KoMnbloTepamu. O4HAKo, CPeACTB 3almTbl A5
NoA06HbIX YCTPOWCTB NOKa 04YeHb Mano. TecTMpoBaHME M MOUCK YA3BMMOCTEN B HUX MPOUCXOAUT He TaK
WHTEHCUBHO, KaK ana MK, To }Ke camoe KacaeTca M MOBUIbHBIX NPUNONKEHWNN.

COBpeMeHHbIe MOBUNbHbIE 6pay3epb| yXe NPaKTU4eCKn AO0rHaam HaCTtoOJibHbleé aHas0rn, ogHako
pacunpeHune d)yHKLI,I/IOHaJ'Ia B/1I€YEeT 3a cobol 60l'lbI.IJy}O CNIOXKHOCTb U MEHbBLUYHO 3alLNLLEHHOCTD.

Daneko He Bce npounssoguTennn BbINMYCKAkOT O6HOBJ'IeHWr'I, 3aKpbiBalowmne KpUtndeckumne
YA3BUMOCTU 1A CBOUX YCTDOVICTB.

OCHOBHbIe cOoBETbI AN 6e30nacHOCTU MOBUIBHOIO TenecbOHa:

Huyero He ABnAeTcA NO-HacToALLemy 6ecnnaTHbIM. byab ocTOpoXeH, Begb Koraa Tebe
npegnaratoTt 6ecnnaTHbIN KOHTEHT, B HEM MOTYT 6bITb CKpbITbl KaKMe-To Na1aTHblE YCAYTH;

Oyman, npexxge yem otnpasutb SMS, ¢oTo unm Buaeo. Tbl TOYHO 3HaELWWb, rge OHM byayT B
KOHEYHOM uTore?

Heob6xoaMmo 06HOB/ATL ONEPALLMOHHYIO CUCTEMY TBOETO CMApPTdOHa;

Mcnonb3ayit aHTUBMPYCHbIE NPOrpaMmmbl g1 MOBUAbHbLIX TenedoHOB;



He 3arpyXail NpuUAOXEeHMA OT HEeW3BECTHOrO WCTOYHWMKAE, BeAb OHWM MOFYT COAEpPKaTb
BPeAoHOCHOE NporpammHoe obecnedeHue;

Mocne TOro Kak Tbl BblAelWwb C caliTa, rae BBOAWUA /IMYHYIO MHPOPMAUUIO, 3alMAN B HACTPOMKMU
6pay3sepa u yaanu cookies;

Meprogmyeckn NpoBepAail, KakMe NNaTHble YCAYrM aKTUBUMPOBaHbI HAa TBOEM HOMEDE;

ﬂ,aBaﬁ cBom HOMepP MOBUNbHOrO Tened)OHa TONIbKO N04AM, KOTOPbIX Tbl 3Haewb U KOMY
AoBepAellb;

Bluetooth pon)keH ObiTb BbIKAOYEH, KOrgaa Tbl MM He nonb3yewbca. He 3abbiBalh MHoOraa
NpoBepsTb 3TO.

Online urpbl

CoBpeMeHHble OHMANH-UIPbl - 3TO KPacoyHble, 3axBaTbiBatloWMe pasBievyeHus, obbeanHaoLlme
COTHM TbICAY YesI0BEK NO BceMy MUpy. Urpokun nccneaytot AaHHbIA UM MUp, 06LWatoTca Apyr C 4PYyrom,
BbINOJIHAIOT 33JaHWA, CPaXKalTCA C MOHCTPaMM M MOJYYaloT ONbIT. 3a YA0BOJLCTBME OHM MAATAT:
MOKyNatoT AUCK, ONIAaYMBaOT abOHEMEHT MM NPUOBPETAIOT KaKMe-To ONLUN.

Bce 3TM cpeacTBa MAYT Ha NoAAEepKaHMe U pa3BMTME WUrPbl, a TaKKe Ha camy 6e30MacHOCTb:
COBEpLUEHCTBYIOTCA CUCTEMbl aBTOPM3alMKM, BbINYCKalOTCA HOBble MatuM (umdposble 3annatkn Aaa
nporpammy), 3aKpbIBalOTCA YA3BMMOCTU CepPBepOB.

B I'IOLI,O6HbIX nrpax CTouUT onacatbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaxXun TBOEro
napona, Ha KOTOPOM OCHOBaHa CUCTeMa aBTOPU3aLU UK 60/1bLWINHCTBA nrp.

OcHoBHble coBeTbl N0 6€30MacHOCTM TBOErO UrpoOBOro akKayHTa:

1. Ecan apyroit urpok BegeT cebs naoxo uam cospaet Tebe HeNpPUATHOCTM, 3abBNOKMPYIN ero B
CMUCKE UTPOKOB;

2. I'Iomanyﬁcg AAMUHNCTPATOPaM WUrpbl Ha NJI0OX0e noBeaeHUe 3TONro WUrpoKa, XenateibHo
NPUNOKUTb KaKME-TO A0Ka3aTeNbCTBa B BUAE CKPUHOB;

3. He yKasbIBai ANYHYLO MHPOPMaLMio B npodaiiie urpbl;
4. YBaxKal A4pyrnx y4acTHUKOB MO UrpE;

5. He ycTaHaBAmBal HeoduLmanbHble NaTYM U MOAbI;

6. Micnonb3yi cnoXKHble U pa3Hble Napoau;

7. Jaxe BO Bpems Urpbl He CTOUT OTKAOYaTb aHTMBMPYC. MMOKa Tbl Urpaellb, TBOM KOMMbOTEP
MOryT 3apasuTb.

OULWKHT Uam KpaXXa JINYHbIX AaHHbIX

O6bIuHOM Kpakel AeHer U AOKYMEHTOB CErofHA YXe HMKOro He yAuBULb, HO C pa3BUTUEM
WMHTEPHET-TEXHONOTUIA 3/10YMbILLUNEHHUKN NEPEeMECTUNIUCh B WHTEPHET, M MNPOAO/IMKAT 3aHMMATbCA
"nobumbim" genom.

Tak nosaBmAacb HOBAA Yrposa: MHTEPHET-MOLUEHHUYECTBA UAN OULLMHF, TNaBHasA Leab KOTOPOro
COCTOUT B NOJYYEHUN KOHPUAEHUMANbHbIX AaHHbIX MO/b30BaTenell - NIOTMHOB M naponeit. Ha
aHrInMcKom asbike phishing uMtaetca Kak ¢uwunHr (ot fishing - pbibHas nosasa, password - naponb).



OcHoBHble coBeTbl No 6opbbe ¢ dUWnHrom:

1. Cnegun 3a cBOMM aKKayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOA aHKeTa Oblia B3/iloMaHa, TO
HeobxoaMmo 3ab610KMPOBaATL ee U COOBLLNTL aAMUHUCTPATOPAM pecypca 06 3TOM Kak MOXKHO CKOpee;

2. Ucnonb3yi 6e3onacHble Beb-caiTbl, B TOM YUCIE, MUHTEPHET-MarasmHOB U MOMCKOBbIX CUCTEM;

3. Wcnonb3yih CNOXKHble W pasHble naponu. Takum obpasom, ecan Teba B3/OMaAKOT, TO
3/10YMbILUNIEHHUKM NO/yYaT AOCTYN TONbKO K OAHOMY TBOEMY NPOGUIIO B CETU, @ HE KO BCEM;

4. Echn T1eba B3nomanu, TO HeobXoAMMO npeaynpeauTb BCEX CBOWUX 3HAKOMbIX, KOTopble
nobasneHbl y Tebs B Apy3baAX, O TOM, YTO Tebs B3/iOMasM M, BO3SMOXKHO, OT TBOEro MmeHu byaet
paccblIaTbCA CNAaM U CCbIIKM Ha GULLMHIOBbIE CalThbl;

5. YctaHoBM HageHbI napoab (PIN) Ha MoBUNbHBIN Tenedon;
6. OTK/IIOYM cCOXpaHeHWe NaponAa B bpaysepe;

7. He oTKpbIBait painbl M gpyrve BAOXKEHUA B MUCbMaX, AaXKe €CNN OHM NPULLAKN OT TBOUX ApY3ei.
Jlydwe yTOUYHM Yy HMX, OTNPABAAAN N OHW Tebe 3Tn dalinbl.

LUudposana penyraums

UndpoBana penyTtauma - 3TO HeraTMBHasA WAW NO3UTUBHAA WHboOpmaums B ceTn o Tebe.
KomnpomeTtupytowaa uHPopmaLma, pasMelleHHas B MHTEpPHETe, MOMKET cepbe3HbiM o06pasom
OTPasnTbCA Ha TBOelM peanbHon xusHu. "Undposas penytauma" - 3To TBOM MMUAXK, KOTOPbIN
bopmupyetca n3 nHpopmaumm o Tebe B UHTEPHETE.

TBOE MECTO KWUTeNbCTBa, y4yebbl, TBOe (PUHAHCOBOE MNONOXKEHME, OCOOEHHOCTM XapaKTepa W
pacckasbl 0 6/IM3KMX - BCE 3TO HaKanAMBaeTCcA B CETU.

MHorve nogpoCTKM NIETKOMBICIEHHO OTHOCATCA K Ny6/AMKauMm AudHoi uHdopmaumm B
MHTepHeTe, He MOHMMAaA BO3MOMKHbIX NOCNeACTBUN. Tbl AarKe HE CMOMKEelb A0rafgatbCA O TOM, YTO
doTorpadun, pasmelleHHas 5 neT Hasag, cTana NPUUYNHOI OTKa3a NPUHATL Teba Ha paboTy.

KommeHTapuu, pasmelieHne TBoux poTtorpaduiti U apyrme AeNCTBUA MOTYT HE UCYE3HYTb OaKe
nocae TOro, Kak Tbl UX yAanuwb. Tbl He 3Haellb, KTO COXPaHWA 3Ty MHPOPMaLMio, Nnonana An oHa B
MOMCKOBbIE CUCTEMBI M COXPAHWACb 1IN OHA, A FIABHOE: YTO MOAYMAIOT O Tebe OKpyKatolme aoau,
KOTOpble HaNnayT M yBUAAT 3T0. HanTu MHbOpMaLLMIO MHOTO SIET CNYCTA CMOMKET Ntoboi - Kak 13 fobpbix
nobyXaeHWl, Tak U C HAMEPEHMEM MPUYMHUTL BPe. ITO MOKET ObITb KTO YroAHO.

OcHOBHble COBETbI MO 3aWmTe UMPPOBON penyTaLuu:

1. Noaymaii, npexae yem 4Yto-To Nyb6/MKOBATL M NepeaaBaTb y cebsa B 610re nan B coumanbHom
ceTu;

2. B HacTpoikax npoduns ycTaHOBM OrPaHWYEHMA Ha NPOCMOTP TBOEro npoduaa M ero

CALN

coAep>KMMOro, caenan ero TosbKo "ana apysein";

3. He pasmewat U He ykasbiBalh MHOOPMaLMIO, KOTOPAsA MOXET KOro-nmbo ockopbaaTtb mau
obuKaTb.

ABTOpCKOE nNpaso

COBpEMEHHbIe WKOJIbHUKWN - aKTUBHbIE NO/1b30BaTENIN LI,VI(I)pOBOI'O NPOCTPaHCTBA. OpaHako ganeko
He BCE€ 3HaloT, YTO NO/ZIb30OBAHNE MHOTMMUN BO3MOXKHOCTAMMU Ll,Md)pOBOI'O Mmupa Tpe6yeT CO6J'HO,CI,€HVIFI



NnpaB Ha MHTENNEKTYaA/IbHYIO COb6CTBEHHOCTb.

TepMUH "MHTeNNeKTyaibHaA COBCTBEHHOCTbL" OTHOCUTCA K Pa3IMYHbIM TBOPEHMAM YE0BEYECKOTO
YMa, Ha4YMHasn C HOBbIX N306peTeHn M 3HaKoB, 0603HaYaloLLMX COOCTBEHHOCTb Ha NPOAYKTbI U YCAYTK, U
3aKaH4YMBaA KHUramm, potorpadpmamm, KWUHOPUABMAMM U My3blKasIbHbIMW MPOU3BELEHUAMM.

ABTOpCKMe MpaBa - 3TO MpaBa Ha WHTENNIEKTya/IbHYl0 COBCTBEHHOCTb Ha MPOM3BEAEHUA HayKK,
NMTepaTypbl M WMCKycCTBa. ABTOPCKME MpaBa BbICTYNalOT B KayecTBe rapaHTUM TOro, 4TO
WHTENNIEeKTYaIbHbIM/TBOPYECKMIA Tpya, aBTopa He 6yaeT HanpacHbIM, AacT emy cnpaseg/vBble
BO3MOKHOCTK 3apaboTaTb Ha pe3y/ibTaTax CBOEro TPyAa, NOJYyYUTb U3BECTHOCTb M Mpu3HaHue. HUKTo
6e3 paspeleHns aBTopa He MOKET BOCMPOU3BOAMUTL €ro NpPou3BeeHNe, PacnpoCcTPaHaTb, Ny6ANYHO
AEeMOHCTPUPOBaTb, NpPOAaBaTb, WMMMNOPTMPOBATb, MyCKaTb B MNPOKaT, MNyb/JMYHO  UCMONHATD,
NOKa3sblBaTb/UCNONHATL B 3$Upe UM pasmellatb B MHTepHeTe.

Mcnonb3oBaHue "nupaTtckoro” nporpamMmHoro obecneyeHns MOXET NPMBECTM K MHOTUM PUCKaM:
OT MOTepVM AaHHbIX K TBOMM aKKayHTam A0 6/10KMPOBKM TBOEro YCTPOWCTBA, rAe YCTaHoB/feHa
HenerasbHaa nporpamma. He cTouT TakXke 3abblBaTb, YTO CYLW,ECTBYIOT ferasbHble W 6ecnnaTtHble
MporpamMmbl, KOTOPbIE MOMKHO HalTU B CETU.

O noprane

CeTeBMYOK.pd - TBOM [/1aBHbIN COBETYUK B CETU. 34ECh Thbl MOXELIb Y3HaTb O 6€@30MacHOCTU B CETU
MOHATHBIM M AOCTYMHbIM S3bIKOM, @ MPU BO3HUMKHOBEHWM KPUTUYECKOM CUTyauum obpatuTbca 3a
coBETOM. A TaK¥Ke NPUHATb y4acTUe B KOHKYPCaxX M CTaTb CaMbiM LMPPOBbLIM rpaXkaaHnHom!

MpunorkeHune N 3
NAMATKA oNA POOAUTENENA O UHGOPMALIMOHHOW BE3ONACHOCTU AETEN

OnpegeneHne TepmuHa "MHbOpPMaunoHHas besonacHocTb aeten” copeprutca B PegepanbHom
3akoHe N 436-P3 "O 3awute geteit oT MHGOPMALLUK, NPULYUHAIOLLEN BPeL UX 340P0BbI0 U PasBUTUIO",
pPerynnpyoLmMm OTHOLLEHWA, CBA3AHHbIE C 3alUMTON AeTell OT MHPOPMALMKN, NPUUMHAIOWEN Bpes MX
340p0Bbi0 U (MK) passutuio. CornacHo AaHHOMY 3aKOHY "MHpopmauMoHHas 6e3sonacHocTb adetei” -
3TO COCTOfIHME 3alUMLLEHHOCTU, NPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHBIA C MPUYNMHEHMEM
nHdopmauueli Bpeaa vx 380poBbio U (Mn) GrUsnMyeckomy, NCUXMYECKOMY, LyXOBHOMY, HPABCTBEHHOMY
passuTUIO.

B cuny ®epepanbHoro 3akoHa N 436-D3 nHbopmaumein, NpuUnHAIOLWEN Bpes 340P0Bbio U (1K)
pasBUTUIO AeTel, ABNAETCA:

1. nHdopmaumsa, 3anpeLleHHan ANA PacnpPoCTPaHeHUs cpean AeTen;

2. uHbOpmauMsA, pacnpoCTpaHeHWe KOTOPOW OrpaHMYeHO cpeau JeTel  onpeaesneHHbIX
BO3PACTHbIX KaTeropui.

3. K nHbopmaumm, 3anpeLLeHHoOn aas pacnpocTpaHeHns cpeam geTei, OTHOCUTCA:

4. nHdopmauus, nobyxKaaowan AeTell K CoOBepLIeHUo AeNCTBUIA, NPencTaBAfioWmX Yrposy UX
MU3HU 1 (MNK) 340POBbIO, B T.4. NPUUNHEHWNIO Bpeaa CBOeMy 340P0Bblo, CaMoybuiicTBy;

5. cnocobHOCTb BbI3BaTb Y AETel XenaHue ynoTpebutb HapKoTMYECKNe CPeaCcTBa, MCMXOTPOMHbIe
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n (MnM) oaypmaHuBalollMe BellecTBa, TabauyHble M3AenusA, afKorosbHYl M CNUPTOCOAEpPIKalllyto
NPOAYKUMIO, MNBO M HAMWUTKKU, M3rOTaBAMBAEMbIE Ha €ro OCHOBE; MPUHATb y4acTUe B a3apTHbIX Urpax,
3aHMMaTbCA NPOCTUTYLMEN, BPOASIKHUYECTBOM U/IM MOMNPOLLAAHNYECTBOM;

6. 060CHOBbIBAlOLWAA UAX ONpaBAbiBatoLlana AONYCTUMOCTb Hacuama u (MaKn) »ectoKoctu nnbo
noby:xaaroLwas ocyecTBAsSTb HACU/IbCTBEHHbIE AENCTBMA MO OTHOLLEHMIO K I0AAM U }KUBOTHbIM;

7. oTpuuatoLLas ceMelHble LEHHOCTU U GOPMUPYIOLLAA HEYBAXKEHUE K POSUTENAM U (MUNIK) ApYTMm
YsieHam cemMby;

8. onpasaplBatoLas NPoTUBONpPaBHOe NoBeaeHUE;
9. coaeprKallan HeleH3ypHyto 6paHb;
10. coaep:kawasn MHPopmaumo NnopHorpadmnYeCcKoro xapakrepa.

K nHdopmaumm, pacnpocTpaHeHne KOTOPOW orpaHMYeHo cpean aeTei onpeaeneHHoro Bospacra,
OTHOCMUTCA:

1. VIH(I)OpMaLI,VIﬂ, npeagcrasBndaemasn B suae M306pa)KEHMﬂ NN ONUCaHNA XKECTOKOCTHU, ¢M3W—IECKOFO
n (VI/'IVI) NCUXUYECKOIo HaCcnaunA, npectynaeHma nam nHoro aHTMO6LLI,ECTBEHHOI'O AEVICTBMH;

2. Bbi3blBaloOlLLan y AeTel CTpax, y»Kac WAM NaHMKY, B T.4. NpeacTaBnsemas B Buae nMsobpaskeHus
WIM OMWUCAHWA B YHUKAIOWEN YenoBeyeckoe [AO0CTOMHCTBO (popme HEHACUNbCTBEHHON CMepTH,
3aboneBaHuA, CaMmoybuiicTBa, HECYACTHOTO CAy4as, aBapum UK KaTtacTpodbl U (MK) UX NoCNeacTBuiA;

3. npeacTaBasemasn B BUAE M306paXKeHUA UAM ONUCAHUA NOJIOBbIX OTHOLUEHUI MEXAY MYKUYNMHOM
N KEHLMHOW;

4. cofeprKalwan 6paHHble C/10Ba U BbIPAXKEHMUS, HE OTHOCALLMECA K HeLeH3ypHol BpaHu.

C yyeTom 3TOoro Bam npepgnaratoTca npasuna paboTbl B ceTu WMHTepHeT Ana pasinyHbIX
BO3PaACTHbIX KaTeropuii, cobatoaeHne KoTopbix No3BoanT obecneumTb MHPOPMaLMOHHYIO 6e3onacHoCTb
BalLMX AeTew.

O6wue npaBuaa ana pogureneii

1. HesaBMcMmoO OT BO3pacTa pebeHKa MCNosib3yiTe nporpammHoe obecneyeHue, nomoratouiee
bunbTpOBaTb U KOHTPOAMPOBaATb MHOOPMALMIO, HO He MojaralTecb MOMHOCTbIO HA Hero. Bawe
BHUMaHWeE K pebeHKy - INaBHbI METOS, 3aLLMTbI.

2. Ecnn Baw pebeHOK MmeeT aKKayHT Ha OgHOM W3 couManbHbiXx cepsBucos (Livelournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHUMATENbHO M3yuMTE, KaKyl WMHOOPMALIMIO MOMELLAOT €ero
YYaCTHUKM B cBOMX Npodunsax u baorax, Bkaovas ¢otorpadun n Buaeo.

3. MpoBepbTe, C KakMMM AOPYrMMW CaliTamu CBA3aH COUManbHbIA cepBuc Bawero pebeHka.
CTpaHMukM Bawero pebeHka MoryT 6biTb 6€30MacHbIMKM, HO MOTYT M COAEPaTb CCbUIKM Ha
HexkenaTeslbHble M OnacHble caiTbl (Hanpumep, MOPHOCAWT, UAW CalT, HAa KOTOPOM APYr yNnoMWHaeT
Homep coToBoro TenedoHa Bawero pebeHka naum Baw gomaluHuin agpec)

4. NoolwpAnTe Bawmnx geteit coobwaTb 060 BCeM CTPaHHOM UAWN OTTaNIKUBAOLWEM U HE C/IULLIKOM
OCTPO pearupyiTe, Koraa oHM 3TO AenaloT (M3-3a onaceHua NoTepATb AOCTYN K MHTepHeTy AeTn He
roBopAT poauTensam o npobnemax, a Takske MOTyT HauyaTb UCMNO/Ib30BaTb MHTEPHET BHE A0Ma U LWKObI).

5. ByabTe B Kypce ceTeBOl KM3HWU Bawero pebeHka. MHTepecyliTech, KTO UX Apy3bs B MHTepHeT
TaK }Ke, Kak MHTepecyeTecb peanbHbIMN APY3bAMM.



Bospacrt ot 7 go 8 ner

B NHTepHeTe pebeHoK cTapaeTca NOCETUTb Te UK UHbIE CaiTbl, @ BO3SMOXKHO M YaTbl, paspelleHne
Ha MoceleHne KOTOPbIX OH He Noay4un 6bl OT poguTeneir. MosTomy poanuTensam o0CobeHHO MoJesHbI
6yayT Te OT4YeTbl, KOTopble MNPeAoCTaBAAOTCA NPOrpPaMmMamu MO OrpPaHWYEHUID UCMOJIb30BaHUSA
MHTepHeTa, T.e. POAMTENbCKUIA KOHTPO/Ib MAKN TO, YTO Bbl CMOXETe YBUAETb BO BpemeHHbIX dainax. B
pesynbTate, y pebeHKa He OyaeT OLyLEeHUs, YTO 33 HUM BeAETCA MOCTOAHHbIA KOHTPOJ/b, OAHAKo,
poauTenn byayT no-npexHemy 3HaTb, Kakue caliTbl nocewaet ux pebeHoK. [letTm B gaHHOM Bo3pacTe
06134al0T CUbHBIM YYBCTBOM CEMbM, OHU OOBEPUMBbLI U HE COMHEBAtOTCA B aBTopuTeTax. OHU NtobAaTt
urpaTb B CETEBbIE UrPbl U NyTelecTBOBaTb N0 MHTEpHETY, UCNONb3YA 3NEKTPOHHYIO NOYTY, 3aX0AUTb Ha
CaliTbl M YaTbl, He peKOMeHA0BaHHble POANUTENAMM.

CoseTbl N0 6e3onacHocTU B ceT UHTepHeT ana aeteit 7 - 8 net

1. Co3paiiTe CNMCOK AOMALUHWUX MPaBUA MNocelweHnsa MHTepHeTa Npu ydacTum aeteit u Tpebyiite
€ro BbINO/IHEHUA.

2. Tpebyite oT Bawero pebeHKa coboaeHUA BPEMEHHbIX HOPM HaXOMKAEHUSA 32 KOMMbIOTEPOM.
Mokaxknte pebeHky, 4To Bbl HabAOAaeTe 3@ HAM He NMOTOMY 4YTO Bam 3TO xouerca, a NOTOMYy 4YTO Bbli
b6ecnokouTecb 0 ero 6e30MacHOCTM M BCErga rotToBbl €My NOMOUYb.

3. KomnbloTep ¢ noakntodeHMem K WHTepHeTy O0/iKEH HaxoAuTbCcs B OOLIEN KOMHaTe nog,
NPUCMOTPOM poanTENEN.

4, V|CI'IOJ'Ib3VVIT€ cneunanbHble AETCKME NONUCKOBbIE MALLUUHbI.

5. Wcnonb3yiite cpeactBa 610OKMPOBAHMA HEKENATENbHOTO KOHTEHTA KaK [AOOMOJHEHMe K
CTaHAapTHOMY PoauTenscKkoMy KOHTPOIO.

6. Co3paiTe CeEMEMNHbIN 3NEKTPOHHbIN AWMK, YTOObl HEe MO3BO/INTbL AETAM UMETb COOCTBEHHbIE
afpeca.

7. BnokupyiiTe poctyn K caktam ¢ 6ecnnaTHbIMM  MOYTOBBIMM - AWMKAMU C  NOMOLLBIO
COOTBETCTBYIOLLErO NPOrpPamMmmMHOro obecneyeHus.

8. MpuyynTte aOeteil coBeToBaTbCA C Bamu nepen onybaMKoBaHMEM KaKoW-nnbo MHbopmaumm
CPeACTBaMM 3NEKTPOHHOM NOYTbI, YaTOB, PErMCTPALMOHHBIX GOPM M Npoduien.

9. HayuuTe aeteit He 3arpy»KaTb daiinbl, NPOrPamMmmbl UAN My3blKy 6€3 BaLlero coraacms.
10. He paspeLualiTe AeTAM UCNONb30BaTb C/YKObl MTHOBEHHOTO 0O6MEHa COOBLLEHNAMM.

11. B "6enblit" cnncok canToB, paspeLleHHbIX A8 NOCEeL,EeHNsA, BHOCUTE TOJIbKO CaliTbl C XOpoLuen
penyTauuen.

12. He 3abbiBaiiTe becegoBaTb C A4eTbMM 06 MUX OpPY3bAX B UHTepHeTe, Kak ecaun 6bl pedb wWaa o
APY3bAX B peasbHOM KU3HMN.

13. He pgenanTte "Taby" M3 BOMPOCOB MOJIOBOM KU3HW, TaK Kak B MHTepHeTe AeTM MOryT Nerko
HATKHYTbCA Ha NopHorpaduio uam cantbl "gnsa B3pocnbix'.

14. MpuyumTe Bawero pebeHka cooblwatb Bam 0 AO6bIX yrpo3ax MAM TPEBOrax, CBA3aHHbIX C
NHTepHeTom. OcTaBaiTecb CMOKOMHBbIMM M HanoOMHWUTE AEeTAM, YTO OHW B 6e30nacHOCTM, eciu camu
paccKkasanuM BamM O CBOMX TpeBorax. [loxBasuTe WX M NOCOBETylMTe NOZONTU elwe pa3 B NoAobHbIX
cyyasnx.



Bo3pacr geteit o1 9 o 12 ner

B naHHOM BO3pacTe AeTu, KaK NpaBu/Io, YXKe HaCAbllaHbl O TOM, Kakas MHGopmMauma cyllecTsyeT
B MHTepHeTe. CoBepLIEHHO HOPMaJIbHO, YTO OHW XOTAT 3TO YBUAETb, MPOYECTb, YCAbIWaATh. Mpn 3ToM
HY)KHO MOMHMUTb, YTO AOCTYN K HE)KenaTte/bHbIM MaTepuanam MOMKHO fierko 3absiokMpoBaTb npu
nomoLm cpeacts PoanTeIbCKOro KOHTPONA.

CoBeTbl N0 6e3onacHocTn ana aeteit ot 9 go 12 net

1. Co3pgaliTe CNUCOK AOMALLHUX NpaBua nocelleHna NHTepHeT npu yyactum geten n tpebyite ero
BbINO/IHEHMUS.

2. TpebyliiTe oT Bawero pebeHKa cobtoaeHna HOPM HaxoXAeHMA 33 KOMMbIOTEPOM.

3. Habntogaiite 3a pebeHKoM Npu paboTe 3a KOMMNbIOTEPOM, MOKaXKMTe eMy, YTo Bbl BecnokonTechb
0 ero 6e30MacHOCTM 1 BCeraa rotoBbl OKasaTb eMy MOMOLLb.

4. KomnbloTep C MNoakatoyYeHuem B WMHTEpHET O0/iKeH HaxoauTbCA B obuweit KomHaTe nop,
NPUCMOTPOM poguTene.

5. Wcnonb3syiite cpeactsa 610KMPOBaHWA HEKENATENbHOTO KOHTEHTa KaK [AOMOJIHEHME K
CTaHAapTHOMY POANTENbCKOMY KOHTPOIIO.

6. He 3abbiBailTe MpPUMHMMATL HEMOCPeACTBEHHOE y4yacTMe B XM3HM pebeHka, becesoBaTb C
AeTbmM 06 X apy3bax B MHTepHeTe.

7. HacrauBaite, uTo6bl AeTW HMKOTAA He COrNalanncb Ha JIMYHbIE BCTPEYM C APY3bAMMU MO
NHTepHeTy.

8. MNo3BosAlTe AeTAM 3aX0ANTb TO/IbKO Ha caliTbl U3 "6enoro” cnmcka, KOTopbI CO34anTe BMecTe
C HUMMU.

9. MpuyunTe peTell HUKOrAa He BblAaBaTb AUYHYIO MHPOPMaULMIO CpeacTBaMM SNEKTPOHHOWN
MoyYTbl, 4YaToOB, CUCTEM MFHOBEHHOro obmeHa COOBLEHMAMMN, PErncTpauMoHHbIX GOPM, JUYHBIX
npodunei n Npu perncTpaumnm Ha KoOHKypcbl B MHTEpHeTe.

10. Mpuyunte aeten He 3arpy:KaTb Nporpammbl 6e3 Bawero paspelweHuns. O6bACHUTE UM, YTO OHU
MOTYT C/Iy4aliHO 3arpy3nTb BUPYCbl UM APYroe HexenaTenbHoe nporpammHoe obecnedyeHue.

11. Co3gaitTe Bawemy pebeHKy orpaHMYeHHYI0 yYeTHY0 3annchb Aaa paboTbl Ha KOMNblOTEpE.

12. MpuyumTe Bawero pebeHka cooblatb Bam 0 /O6bIX Yrpo3ax MM TPEBOrax, CBA3aHHbIX C
MHTepHeTOM. HanomHute aetam, 4to OoHM B 6e30nacHOCTM, €CAM CaMM paccKkasanM Bam O CBOWX
TpeBorax v onaceHuax.

13. PacckaxuTe aetam o nopHorpadpum B MHTepHeTe.

14. HactamnBaliTe Ha Tom, 4Tobbl AETM NPEAOCTaBAAAN BaM AOCTYMN K CBOEW 3/1eKTPOHHOW nouTe,
4yTO6bI Bbl YOEANANCH, YTO OHW HEe 0BLLAOTCA C HE3HAKOMLLIAMMU,

15. O6bscHuTe AeTAM, 4YTO HeNb3A WUCNO0/b30BaATb CETb A4 XY/ZIUIFAHCTBA, PaACnpOCTPaHEHUA
CnneTeH nam yrpos.

Bo3pacr geteii ot 13 go 17 ner



B 3Tom BO3pacTe MNOAPOCTKM aKTUBHO WCMNO/b3YIOT MOWUCKOBbIE MalUUHbI, MO/b3YHOTCA
3/IEKTPOHHOM NOYTOMN, CNy*KbamM MrHOBEHHOrO obmeHa COObLEHNAMM, CKaUMBAOT My3blKy U GUIbMBI.
Manbynmkam B 3TOM BO3pacTe HOnblle NO HPABy CMETaTb BCE OrPaHUYEHMA, OHWU KaxayT rpyboro
FOMOPA, a3apPTHbIX UrP, KAPTUHOK "ans B3pocabix'. [leBOUYKM NpeanounTaloT 06LWwaTbCsA B YaTax, Npu 3TOM
OHM ropasao 6osee YyBCTBMTENbHbI K CEKCYA/IbHbIM JOMOraTenbcTBam B MHTepHeTe.

3avacTyio B 4@aHHOM BO3pacTe pPOAUTENIAM Y¥Ke BECbMa C/IOXKHO KOHTPO/IMPOBaTbL CBOUX AETel, Tak
Kak 06 MHTepHeTe OHW y)Ke 3HAlOT 3HAYUTENbHO Oonblle cBOMX poguTenein. Tem He MeHee, He
oTnyckaute pgetei B "cBobogHoe nnaBaHMe" no WHTepHety. CTapaiiTecb aKTMBHO Yy4yacTBOBaTb B
obuweHnn pebeHKa B UHTepHeTe.

BaykHO no-npexHemy cTporo cobaogaTb npasuia MHTepHeT-6€30NacHOCTM - COrNalleHne Mexay
poautenamm u petbMu. Kpome TOro, HeobxogMMO KaK MOMKHO 4alle MpPocMaTpuBaTb OTYETbl O
aestenbHocTn geteli B MHTepHeTe. Cneayer obpaTnTb BHMMaHME Ha HEOBXOAMMOCTb COAeprKaHus
pOAUTENBLCKUX Naposei (naposiel agMMHUCTPATOPOB) B CTPOrOM CeKpeTe M 06paTUTb BHMMaHUE Ha
CTPOroCTb 3TUX Naposen.

CoBeTbl N0 6e30nacHOCTK B 3ToM Bo3pacTte oT 13 go 17 net

1. Co3gante CNMCOK AOMALUHMUX MpPaBWUA MOcCeweHua WMHTepHeTa npu y4yacTUM MOAPOCTKOB U
TpebyiTe 6e3yc/oBHOro ero BbinosHeHUs. Obrosopute ¢ pebeHKOM CMMCOK 3anpelleHHbIX CanToB
("uepHbIit cnncok"), yackl paboTbl B UHTEpHETE, PYKOBOACTBO MO 06LLEeHMI0 B MHTEepHeTe (B TOM uncie B
yaTax).

2. KOMI'IbI-OTep C NOAKNHOYEHNEM K CETU MHTepHET AO0/1XKeH HaxoanTbCA B o6u.|,e171 KOMHarTe.

3. He 3abbiBaitTe becepoBaTbh ¢ AeTbMKW 06 UX ApPYy3bAX B MHTepHETe, O TOM, YemM OHW 3aHATbI
Takum obpasom, byaTo pedb MAET O APY3bAX B peanbHOM uU3HM. CnpalunmBanTe o NoAax, C KOTOPbIMU
OEeTM 06LWatoTcA NOCPEeACTBOM CNYKO MrHOBEHHOro 06meHa coobLlueHnamm, 4Tobbl yoeamnTbes, YTo 3TH
04N UM 3HAKOMBbI.

4. Wcnonb3yiiTe cpeactBa OG/NOKMPOBAHMA HEXENaTeNbHOrO KOHTEHTA KaK AOnoJiHeHue K
CTaHAapTHOMY PoauTenscKkomy KOHTPOIIO.

5. HeobxoAMMo 3HaTb, KakMMu YaTamu Mosib3ytoTcA Bawwu getu. MoolipsiTe Mcnonb3oBaHWe
MOZEepPUPYEMbIX YaTOB M HacTamealTe, UTobbl A4eTh He 06LANNCh B NPUBATHOM PeEXKMUME.

6. HacramBalite Ha TOM, YTOObl AETU HWUKOrA4A He BCTPEYASIUCb JIMYHO C APY3bSAMM U3 CETU
MHTepHeT.

7. Mpuyunte aetei He BblAABATb CBOK NNYHYHO MHOOPMALMIO CPEACTBAMM 3EKTPOHHOM NOYTHI,
4aToB, CMUCTEM MIHOBEHHOIO 06MeHa COObLLEHUAMM, PETUCTPALMOHHBIX GOPM, INYHBLIX Mpoduaen u npu
perncTpauum Ha KoHKypcbl B HTepHeTe.

8. MpuyunTe JeTei He 3arpy»KaTb Nporpammbl 6e3 Bawero paspelweHns. O6bACHUTE UM, YTO OHU
MOTYT C/Ty4aiiHO 3arpy3uTb BUPYCbI UM APYroe HexKenaTelbHoe NporpaMmmHoe obecneyeHue.

9. Mpuyunte Balwero pebeHKa coobuwatb Bam O OBbIX yrpo3ax WAM TPeBOrax, CBA3aHHbIX C
NHTepHeTOM. HanomHWTe AeTAM, YTO OHUM B 6@30NacHOCTM, eC/IM CaMM pacCcKasanu Bam, O CBOMX yrpo3ax
nnu Tpesorax. MoxsaauTe Ux M NOCOBETYNTE NOAOWTH eLle pas B NOA06HbIX CAydasX.

10. Pacckaxkute getam o nopHorpadmm B WMHTepHeTe. [omornte Mm 3aWUTUTbCA OT Crama.
Hayunte noapoCcTKOB He BblAaBaTb B MIHTEpHeTe CBOEero peasbHOro 3/IeKTPOHHOroO aapeca, He oTBeYaTb
Ha HexkenaTefbHble NMCbMa M UCNO/b30BaTh CNeLMa/bHbIe MOYTOBbIE GUABTPDI.

11. NpuyunTe cebs 3HAKOMUTLCA C CaiTaMK, KOTOPbIE MOCELLAOT NOAPOCTKM.



12. Hayuute geTelt yBaxkaTb APYrnx B UHTepHeTe. Yb6eauTech, YTO OHWM 3HAKOT O TOM, YTO NPaBKUAa
XOpOLIero nNoseAeHUn AeNCTBYIOT BE34e - AaXKe B BUPTYa/lbHOM MUpe.

13. ObbAcHUTE AeTAM, YTO HW B KOEM Cayyae Hesb3si Mchnosb3oBaTb CeTb A/s XYJIMFaHCTBa,
pacnpoCTpaHeHMA CAAeTeH UK Yrpo3 APYrMm AK04AM.

14. Obcyante C noapoCTKamMM MNpobaemMbl CeTeBbIX a3apTHbIX UIMP M UX BO3MOXKHbIA PUCK.
HanomHuTe, 4TO AETM HE MOTYT UTPATb B 3T UTPbl COF/TACHO 3aKOHY.

MOCTOAHHO KOHTpO/AMpYlTe Mcnosib3oBaHMe UHTepHeTa Bawum pebeHkom! 370 He HapyweHue
€ro JIMYHOro NPOCTPaHCTBA, a Mepa MNPeAOCTOPONKHOCTM M NposABAeHWe Bawel poauTenbcKoin
OTBETCTBEHHOCTM U 3a60Tbl.




