WHOOPMALIMOHHASA NAMATKA
JANA OBYYAIOLLMXCA ANA PASMELLEHUA
HA ODPULIMANBHBIX UHTEPHET-PECYPCAX

C KaZbiM roiomMm MONOAEKWN B UHTEpPHETe CTaHOBUTLCA BOoNblUe, a LKOJbHUKMA OAHU U3 CaMbiX
aKTMBHbIX Mnonb3oBaTenen PyHeta. Mexay Tem, MOMMMO OFPOMHOIO KOJIMYECTBa BO3MOXKHOCTEM,
WMHTEpPHET HeceT 1 Npobsiembl. ITa NamMATKA A0/1KHA NOMOYb Tebe 6e30nacHO HaxoAUTbCA B CETU.

KomnbloTepHbie BUPYCbI

KomnbloTepHbIM BUMPYC - 3TO PAa3sHOBMAHOCTb KOMMbIOTEPHbLIX MNPOrpamm, OT/IMYUTENIbHOM
0COBEHHOCTbIO KOTOPOW ABNSETCA CNIOCOBHOCTb K PAa3MHOMKEHMI0. B AONOSHEHWE K 3TOMY, BUPYCbl MOTYT
NoBpPeauTb WAM NONHOCTBbIO YHUUTOXWUTL Bce daiibl U AaHHble, MOAKOHTPOJIbHbIE MOAb30BaTENIO, OT
MMEHW KOTopOoro Hbina 3anyLieHa 3apaskeHHan NPorpaMmma, a TakxKe NoBPeanTb UAN OaXKe YHUUTOXUTb
OMNepaLMoHHYI0 CUCTEMY CO BCemMM ¢alinamu B LenoM. B 6ONbLIMHCTBE Cay4YaeB PacrnpoCTPaHATCA
BMPYCbl Yepes MHTEPHET.

MeToabl 3aWnTbl OT BPELOHOCHbIX NPOrpamm:

1. icnonb3yii CoBpeMeHHble OnepaLMoHHbIE CUCTEMbI, UMEIOLLME CePbe3HbI YPOBEHb 3aLLUTbI OT
BPEAOHOCHbIX MPOrpPamm;

2. TlloctosHHO ycTaHasAuBai naytM  (uMdpoBble 3annaTkM, KOTOpble aBTOMATUYECKM
YCTaHaBAMBAIOTCA C Lenblo A0paboTKM Nporpammbl) M gpyrue o6HOBAEHMA CBOel onepaumoHHOM
cuctembl. CKaumBaih MX TONbKO C oduUManbHOro caita paspaborumka OC. Ecnv cywiecTByeT perkum
aBTOMAaTUYECKOro 06HOBAEHMSA, BKIOUYM €ro;

3. PaboTtan Ha cBoem KOMMNblOTEPE NOA NpaBamMun Nob30BaTeNIA, @ HE aAMUHUCTPATOpPA. 370 He
no3BonT 6OI'IbLLIl4HCTBy BPEOOHOCHbLIX nNporpamm WUHCTAaAIMPOBATbCA Ha TBOEM MNEPCOHA/IbHOM
KOMMbIOTEPE,

4. Wcnonb3yit aHTMBUPYCHble MNPOrpPaMMHble MPOAYKTbl W3BECTHbIX MpOM3BOAUTENEN, C
aBTOMAaTM4YeCKUMm obHoBNeHneM 6a3;

5. OrpaHunyb GU3NYECKUIA OCTYN K KOMMbIOTEPY 418 NOCTOPOHHUX /INLL;

6. Mcnonb3yih BHewWwHWe HocuTenn WHbOpMauMKM, TakMe KaK onewka, AUCK uam dann us
WMHTEPHETA, TO/IbKO U3 NPOBEPEHHbIX MCTOYHUKOB;

7. He oTKpbiBait KomnbloTepHble Gaiibl, NONYYEHHbIE M3 HEHAAEMHbIX UCTOYHWMKOB. [arke Te
daiinbl, KOTopble NPUCIAN TBOM 3HAKOMBIN. Jlydlle YTOYHU Y HETro, OTNPABAA JIN OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BMA, Nepeaaym AaHHbIX, He TEXHO/IOMMS, a BCEero NMwb bpeHs, mapka. Ewe B 1991
rogy HMugepnaHAckaa KomnaHua 3aperncrpmposana bpeHg "WECA", yto o603Ha4yano cioBocoyeTaHme
"Wireless Fidelity", koTopbii nepeBoanTCs Kak "becnpoBogHas TOYHOCTL'.

[o Hawero BpemeHu aolwna apyras abbpesnaTtypa, KoTopas ABAAETCA TaKOM e TexHonornemn. 1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe ObINO AAaHO C HAMEKOM Ha CTaHAAPT BbICLLEN 3BYKOBOMN TEXHUKMU
Hi-Fi, yTo B nepeBoAe 03Ha4aeT "BblCOKaA TOYHOCTb".

[a, OecnnatHbii WHTepHeT-4oCcTyn B Kade, OTensx W a’3ponoprtax ABASETCA OT/AUYHOMU
BO3MOMHOCTbIO BbIXOZa B MHTEPHET. HO MHOrMe aKcnepTbl CUMTaOT, YTo 0bweaocTynHble Wi-Fi ceTn He
ABNAOTCA 6e30MacHbIMM.



CoBeTbl No 6e3onacHocTM paboTbl B 06wenocTynHblx ceTax Wi-fi:

1. He nepepaBai cBoto ANYHYO MHPopmauuto yepes obueaoctynHbole Wi-Fi ceTn. PaboTan B HuUX,
YKenaTtesnbHO He BBOAUTb MNapo/iv AOCTYNA, NOTMHbI U KaKMe-To HOMepa;

2. Wcnonb3syn n o06HOBAAK aHTUBUPYCHble Mporpammoel M HpaHgmayep. Tem cambim Thbl
obe3onacuwb ceba OT 3aKa4Km BUPYCa HA TBOE YCTPOMCTBO;

3. MNpun uncnonbzosaHum Wi-Fi oTknoum dyHKrumio "O6wmin goctyn K daitnam M npuHTepam'.
[aHHas ¢yHKUMA 3aKpbiTa NO YMONYAHMIO, OAHAKO HEKOTOopble MOJ/b30BaTeNN aKTUBMPYIOT ee Aan
yaobcTBa Mcnonb3oBaHus B pabote nam yyebe;

4. He ucnonb3yih nybanyHbin WI-FI gns nepegayun AWYHbIX AaHHbIX, Hanpumep ANA BbIXo4a B
COLMANbHbIE CETU UM B 3/IEKTPOHHYIO MOYTY;

5. Mcnonb3yi ToNbKO 3almuleHHoe coeauHeHne Yyepes HTTPS, a He HTTP, T.e. npu Habope Beb-
aapeca 8Boaun umeHHo "https://";

6. B mobunbHom TenedoHe oTkaoum ¢yHKumio "MogknatoveHne Kk Wi-Fi aBTomatmyeckun". He
[AOMNycKalt aBToOMaTUYecKoro NnoAKntoueHus yctpoictsea K cetam Wi-Fi 6e3 TBoero cornacus.

CouunanbHble cetTu

CoumpanbHble CETU aKTUBHO BXOAAT B HAly XW3Hb, MHOrME /oAU paboTaloT M KMUBYT Tam
NoCTosAHHO, a B Facebook y:Ke 3aperncTpupoBaH MUAMAPA YEN0BEK, YTO ABNAETCA OAHOMN CelbMOM BCEX
XuTenel nnaHetbl. MHOrMe MNonb3oBaTeNM He MOHUMMAIOT, YTOo MHbOPMauWsA, pasMelleHHas UMK B
COLMAsIbHBIX CETAX, MOXET ObITb HallAeHa M UCNOIb30BaHa KEM YroAHO, B TOM YMcae He 06A3aTesIbHO C
6n1arMmmn HamepeHUAMU.

OcHoBHble coBeTbl N0 6e30MacHOCTM B COUMaNbHbIX CeTAX:

1. OrpaHuyb cnucoKk apysei. Y 1eba B Apy3bAx He AO/KHO ObiTb CAYYAMHbIX M HE3HAKOMbIX
nopein;

2. 3awmuian CBOM YaCTHYIO KM3Hb. He yKasbiBalt naposu, TenedoHbl, agpeca, AaTy TBOEro
POXAEHUA W  APYIYI0 JUYHYIO MHOOPMALMIO. 3/10YMbIWNEHHUKM MOFYT WCNO/b30BaTh  Aaxe
MHPOPMaLMIO O TOM, KaK Tbl MU TBOW POAMUTENM NAAHMPYETE NPOBECTU KaHUKYbI;

3. 3awmulai cBOO penyTauumio - AePKM ee B YNCTOTe U 3a4aBalt cebe Bonpoc: xoTen 6bl Tbl, YTO6bI
Apyrve nonb3oBaTeNu BUAENW, UYTO Tbl 3arpyxaelwwb? lMoaymai, npexae 4em Yto-TO ONy6AMKOBATb,
HanucaTb U 3arpy3uTb;

4. Ecnv Tbl TOBOPULWb C /IIO4bMW, KOTOPbIX HE 3Haellb, He MCMNOJIb3yi CBOE peasibHoe UMSA U
APYTYI0 IMYHY0 MHGOPMALMK: UMA, MECTO KUTEIbCTBA, MECTO y4ebbl U Npoyee;

5. Usberain pasmeuweHnsa doTorpaduit B MHTepHeTe, rae Tbl M306parkeH Ha MECTHOCTW, Mo
KOTOPOI MOXHO ONpeaennTb TBOE MECTOMO/IOKEHWE;

6. Mpwu peructpaumn B cou,maanoﬁ cetn H606XOAMMO MCNONb30BaTb C/OXHble Napo/iu,
cocroAawmne n3 6YKB n Ll,Md)p M C KOIMYEeCTBOM 3HAKOB He meHee 8;

7. Ona cou,maanoﬁ CeTn, NoYTbl U APYrnx canTos HeO6XOAMMO MCNO/1b30BaTb pa3HblE NMapoan.
Torpa ecnmn Tebn B3/10MatoT, TO 3/1I0YMbIWIEHHUKN NOAYyYaT A0CTYN TOJZIbKO K OAHOMY MeCTy, a HE BO BCe

cpasy.

INEeKTPOHHbIE AeHbIU



ONEKTPOHHbIE IEHbIM - 3TO OYeHb YA0BHbIM cnocob naateskei, 04HAKO CYLLECTBYHOT MOLLIEHHUKMN,
KOTOpPbIE XOTAT MOMYYNTb 3TU AEHbIU.

3ﬂEKTpOHHbIe AeHbrn noAasuanCb coscem HeaaBHO U MMEHHO MWM3-3a 3TONO0O BO MHOTUX
rocygapcCraeax A0 CUX NOP He NPOMMCaHO NPO HNUX B 3aKOHaX.

B Poccum ke OHM GYHKUMOHMPYIOT U O HUX yXKe MPOMMCAHO B 3aKOHe, rae UX pasfensAtoT Ha
HECKO/IbKO BUAOB - aHOHWMHbIE U HE AHOHUMHbIE. Pa3sHUL@ B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX
paspelwaeTca npoBoaMTb onepaumm 6e3 uaeHTMOMKaUMM NoAb30BaTeNss, a B HEAHOHUMHbIX
naeHTMdMKauma noib3oBaTena AnseTca 06a3aTeNbHOM.

TaKKe cnefyeT pasnnyaTb 3NEKTPOHHblE PUaATHbIE AEHBIM (PaBHbI FOCYAAPCTBEHHbIM BaatoTam) u
3NEeKTPOHHble HedMaTHbIe AeHbIM (He paBHbI FOCYAapPCTBEHHbBIM BallOTam).

OcHoBHble coBeTbl N0 6e30nacHoOn paboTe € 3NEKTPOHHbIMM AEHbIAMM:

1. MpuBAXKK K cHeTy MOBUbHbBIN TenedoH. ITO camblit yA0OHbIN 1 BbICTPbIA CNOCO6 BOCCTAaHOBUTD
[ocTyn K cyety. lNpuBA3aHHbIN TenedoH MOMOXKET, ec/M 3abyaellb CBOM MATEXKHbIA Naposib WMAU
3ali4ellb Ha CalT C HE3HAKOMOTO YCTPOICTBA;

2. Wcnonb3yit ogHopasoBble Naponu. Mocae nepexosa Ha yCUIEHHYIO aBTopu3auuio Tebe yxe He
6yAeT yrpoXKaTb ONacHOCTb KPaXkn MKW NepexsaTa NaaTexKHoro napons;

3. Bblbepn cnoxHblt naponb. MpecTynHUKam OypeT He MNpPocTo yragaTb CAOXHbIA Naposb.
HagzexHble Naponu - 3To Napo/in, KOTopble COAEPKAT He MeHee 8 3HAKOB 1 BKAKOYAIOT B cebA CTPOUHbIe
M nponucHble OyKBbl, UMPPbI U HECKONIBKO CMMBOJIOB, TaKMe Kak 3HaK fJonnapa, oyHTa,
BOCKAMLIATE/IbHBIN 3HAK 1 T.M. Hanpumep, StROng!;;

4. He BBOAW CBOW /IYHbIE JaHHbIE Ha CalTax, KOTOPbIM He A0BepseLlb.
DNeKTpoHHasA nouTta

3I'IEKT|:)OHHaﬂ no4yta - 3TO TexXHO/N0MMA WU npeaocraBsAemMble €0 yCayrm no nepecbiike U
NONY4YEHUIKO 3NEKTPOHHbIX COO6LLI,E'HM171, KOTOpble pacnpenenAarTca B KOMI'IbPOTepHOﬁ cetn. O6blYHO
3I'IEKTpOHHbIl7I NOYTOBbIM AWUK BbITNAONT cheayrowmnm o6pa30N\: VIMFI_I'IO!'Ib3OBaTeJ'IFI@VIMFI_p,OMeHa.
TaKXKe Kpome nepesaym NPOCTOro TeKCTa, UMeeTCA BO3MOXKHOCTb NnepejasaTtb d)al‘;UIbI.

OcHoBHble coBeTbl N0 6e30nacHoi paboTe C 3/1eKTPOHHO NOYTON:

1. Hapgo BbibpaTb NpaBWAbHbLIA MNOYTOBbLIN CepBMC. B MHTEpHeTe ecTb OrpOMHbIM BblIGOP
6ecnaaTHbIX MOYTOBbIX CEPBMCOB, O4HAKO Jlyylle A0BEepPATb TEM, KOO 3Haellb U KTO NePBbIi B PEUTUHTE;

2. He ykasbiBaii B JIMYHOM nNouTe JUYHYO WHPopmaumio. Hanpumep, nydwe BbIGpaTh
"My3blKanbHbIi_paHat@" nnu "pok2013" emecto "temall";

3. Mcnonb3yn ABYyX3TanHyl aBTOpM3auuMio. ITO KOrAa NOMMMO Mapons HY»HO BBOAWUTb KOA,
npucblinaembii no SMS;

4, Bblbepn CNOXKHbIM Napob. [NA KaxKAoro NOYTOBOro ALLMKA A0/KEH OblTb CBOW HaAEKHbIN,
YCTOMYMBBLIM K B3/IOMY Napoib;

5. Ecam ecTb BO3MOXHOCTb HanucaTb camomy CBOW INYHbIV BONpOC, VICI'IOJ'Ib3y1\;I 3TY BO3MOXHOCTb;

6. MCI'IOJ'Ib3yl7I HECKOJZIbKO NMOYTOBbIX ALWLMKOB. nepBblﬁ ana YyacTHoM nepennckn C agpecatamu,
KOTOpbIM Tbl AoBepAeLllb. 710 3}'IeKTpOHHbII‘;I ajgpec He Hago WUCMNO/Ib30BaTb MNpPU perncTtpaunn Ha



dopymax u caiTax;

7. He oTKpbiBait dpaiinbl u gpyrve BNOXKEHUA B MMCbMaX, SAXKe eCIM OHW NPULLAK OT TBOMX APY3EN.
Jlydwwe yTO4YHU Yy HUX, OTNPABAAAN K OHM Tebe 3Tu dannbl;

8. Mocne oKoH4YaHMA PaboTbl Ha NMOYTOBOM CepBMUCE Nepes 3aKPbITUEM BKNALKW C CaTOM He
3abyab HaxaTb Ha "BeiTin".

KnbepbynnuHr unu BupTyanbHoe M3aeBatesibCTBo

KnbepbynnuHr - npecnefoBaHWe COOBLEHUAMM, COAEPNKAWMMU OCKOPDB/IeHUn, arpeccuto,
3anyrmBaHuWe; Xy/IMraHCTBO; CoLManbHoe 6OMKOTUPOBAHME C MOMOLLLbIO Pa3/IMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepbyannHrom:

1. He 6pocaliica B 601. Jlyywimin cnocob: NoCOBETOBATLCA KaK cebs BECTU U, eCM HET TOro, K Komy
MOHO 06paTuTbCA, TO BHayane YCMOKOWUTbCA. EcaM Tbl HayHewb OTBeYaTb OCKOPOGJAEHMAMM Ha
0CKOp6/1eHMA, TO TO/bKO elle 60/blie Pa3oXkKKellb KOHPINKT,;

2. Ynpasnsan cBoel Knbeppenyrauuei;

3. AHOHUMHOCTb B CETU MHWUMASA. CyLLI,ECTByPOT cnocob6bl BbIACHUTb, KTO CTOUT 3@ aHOHWMMHbIM
dKKayHTOM;

4. He CTOUT BeCTM Xy/MFaHCKMI 0b6pa3 BUPTYaNbHOW MU3HWU. UHTEpHET dUKCMpyeT BCe TBOM
OENCTBUA U COXPaHAET UX. YAanuTb nx byaet KpaliHe 3aTpPyAHUTENbHO;

5. Cobtogait cBOIO BUPTYaAIbHYIO YECTb CMOIOAY;

6. WrHopupyih eauHWuHbIM HeratuB. OAHOPa30Bble OCKOpPHWTE/NbHble COOBLEeHUA aydlie
UrHopupoBaTb. O6bIYHO arpeccus NpeKpaLLaeTca Ha HavyabHOM CTaauu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMM COO6UJ,eHMﬂMM, B COUMaANbHbIX CEeTAX
€CTb BO3MOXHOCTb 6I'IOKVIpOBKVI OTnpaBKu COO6U.I,EHMI‘;1 conpeaeneHHbIX agpecos,

8. Ecamn Tbl cBMAeTeNb KubepbynnuHra. TBoM AeNCTBMA: BbICTYNUTb NPOTMB NpecieaoBaTens,
noKasaTb emy, YTO ero AeWCTBUSA OLEHWMBAKOTCA HEraTMBHO, MOAAEPNKATb MKEPTBY, KOTOPOW Hy’KHa
NCUX0A0rMYecKas MOMOLLb, COOBLMTL B3POC/IbiM O GpaKTe arpeccUBHOIO NOBEAEHMA B CETU.

Mo6unbHbIii TenedpoH

CoBpemeHHble cMapTOHbI M MAaHWeETbl cogep:kaT B cebe BNosHe B3poc/bli GyHKLMOHAN, U
Tenepb OHW MOTYT KOHKYPMPOBATb CO CTALLMOHAPHbLIMW KoMMbtloTepamu. OfHAKO, CPeACTB 3almMTbl ANs
NoAO06HbIX YCTPOWCTB MOKA 04YeHb Mano. TecTMpoBaHME U MOUCK YA3BMMOCTEN B HUX MPOUCXOAMUT He TaK
WHTEHCUBHO, Kak ana MK, To e camoe KacaeTca U MOBUIbHBIX MPUNONKEHWNN.

CoBpemeHHble MOBUIbHbIE Bpay3epbl yKe NPaKTUYECKWU AOTHaAN HACTONbHble aHanorM, 04HaKo
pacwupeHne GpyHKLMOHaANA BeYeT 3a CO60iM 60/bLUIYIO CIOXKHOCTb M MEHbLLYIO 3aLWMLLEHHOCTD.

[Janeko He BCce npousBoguUTENN BbINYCKAKOT O6HOBI1€HMFI, 3aKpbiBalowmne KpUtnyeckume
YA3BUMOCTU 1A CBOUX yCTpOVICTB.

OcHoOBHble coBeTbl AN 6e30nacHOCTN MOBUIbHOTO Teﬂe(bOHaI

Huyero He snABndeTcs no-HactoAwemy 6ecnnaTHbim. Byab OCTOpoOKeH, BeAb Koraa Tebe
npegnaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT 6bITb CKPbITbl KAKME-TO NAaTHbIE YCAYTH;



Oyman, npexxge yem otnpasuTb SMS, ¢oTo unm Buaeo. Tbl TOYHO 3HaELWb, rge OHM byayT B
KOHEYHOM uTore?

HeobxoaMmo 06HOBAATL ONEePaALLUOHHYIO CUCTEMY TBOEFO CMapTdOHa;
Ncnonb3yit aHTUBMPYCHbIE MPOrpaMmMbl 418 MOOU/IbHBIX TenepoHOB;

He 3arpy>i<al71 npunoxXeHma OT HensBeCTHOro MUCToYHuKa, BeAb OHWU MOTYT COLEPHKaATb
BPeAOHOCHOE NporpammHoe o6ecnequme;

Mocne Toro Kak Tbl Bbllifelb C caliTa, rae BBOAWA NIMUYHYIO MHPOPMaLMIO, 3N B HACTPOMKK
6pay3sepa u yaanu cookies;

Meprogmyeckn NpoBepaii, KakMe NNaTHble YCAYrM aKTUBUMPOBaHbI HAa TBOEM HOMEDPE;

[asali cBOM HOMep MOBUAbHOrO TenedoHa TONbKO AKOAAM, KOTOPbIX Tbl 3HAelWb M KOMy
Aosepsellb;

Bluetooth ponxeH 6biTb BbIKAOYEH, KOrda Tbl UM He nonb3yewbca. He 3abbiBait MHorga
npoBepATb 3T0.

Online urpobl

CoBpemMeHHble OHJIalH-UTPbl - 3TO KpPacouHble, 3axBaTbiBaloWMe pa3B/ieyeHUn, obbeauHaAowme
COTHM TbICAY Ye/I0BEK NO BceMy MUpy. Urpokun nccnegytot AaHHbIA UM MUp, obliatoTca Apyr C APYrom,
BbINOJIHAIOT 33JaHWA, CPaXKalTCA C MOHCTPaMM M MOAYYaAloT ONbIT. 3@ YA0BONALCTBME OHM MAATAT:
NOKynatoT AWUCK, ONaYMBalOT abOHEMEHT WK NPUOBPETAIOT KaKMe-To ONLUN.

Bce 3TV cpeacTBa MAYT Ha MoALep)KaHuWe W pa3sBUTME WUrpbl, a TaKKe Ha camy 6e30nacHoCTb:
COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPM3aLMK, BbIMYCKAlOTCA HOBble Matun (uudposblie 3annatku pns
nporpammy), 3aKpbIBaOTCA YA3BMMOCTU CEPBEPOB.

B I'IOLI,O6HbIX nrpax CTouUT onacatbCA HE CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXwu TBOEro
naponaAa, Ha KOTOPOM OCHOBaHa CUCTEMaA aBTOPU3aL N 60NbLINHCTBA urp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOErO UrPOBOro akKKayHTa:

1. Ecnm ppyroit urpok BegeTt ceba NAoXo MaM cospaeT Tebe HenpUATHOCTKU, 3abNOKMpPYI ero B
CMUCKE UTPOKOB;

2. I'Io>+<anyl7|c;i AOMUHNCTPATOPAM WUrpbl Ha NJIOXO0E€ noBeAeHUE 3TOro WUrpoKa, XenatebHo
NMPUNOXUTb KaKNE-TO A0Ka3aTeIbCTBa B BUAE CKPUHOB;

3. He yKasblIBai AnYHYO0 MHPOPMaLmMio B npodaiiie urpbl;
4. YBaxkali Apyrux y4aCTHMKOB MO UTPE;

5. He ycTaHaBauBal HeoduLmaibHble NaTyu U MOAbI;

6. Micnonb3yi cnoKHble U pa3Hble Napoau;

7. [axe BO Bpems Urpbl HE CTOWUT OTKOYATb aHTUBMPYC. MOKa Tbl Urpaelb, TBOM KOMMbOTEP
MOryT 3apasuTb.

DULWIKHT nan KpaXa JIMYHbIX AdHHbIX

Ob6bluHOW KpaKeil AeHer M OOKYMEHTOB CErogHA Yy»e HWKOro He yAMBULb, HO C PasBUTMEM



WHTEPHET-TEXHO/IOTUIA 3/10YMbILIJIEHHUKN MEepeMecTUINCh B MHTEPHET, U MNPOAOJ/IKaoT 3aHMMaTbCA
"nobumbim" genom.

Tak noABmaacb HOBAA Yrpo3a: MHTEPHET-MOLWEHHNYECTBA AN QULLMHS, FaBHAA LeNb KOTOPOro
COCTOMT B MONYyYEHUN KOHOPUAEHLUMANbHbIX LaHHbIX MO/b30BaTenelt - JIOTMHOB WM naponei. Ha
aHrnMicKom sa3sbike phishing untaetca kak ¢uwmHr (ot fishing - pbibHaa nosas, password - Napossb).

OcHoBHble coBeTbl No 6opbbe ¢ dUwnHrom:

1. Chegy 3a cBoMMm AdKKAyHTOM. Ecamn TbI noaospeBaellb, YTO TBOA aHKETa 6bina B3/10MaHa, TO
HeO6XO,D,MMO 3a6IIOKVIpOBaTb eeun COO6LLI,VITb AAMUHUCTPATOPAaM pecypca 06 3TOM KaK MOKHO CKopee,

2. MCI'IOIIb3yﬁ 6esonacHble BE6-CaﬁTbI, B TOM 4HnUcne, MHTEPHET-MarasnHoB U NMOUCKOBbIX CUCTEM;

3. WUcnonb3yih CNOXHble W pasHble napoaun. Takmm obpasom, ecan TebAa B3NOMAKT, TO
3/10YMbILWNEHHWUKM NOAYYaT AOCTYN TO/IbKO K 04HOMY TBOEMY NMPOdUI0 B CETH, @ HE KO BCEM;

4. Ecnn Tebs B3nOManu, To HeobxoAMMO npeaynpeauTb BCeX CBOMX 3HAKOMbIX, KOTOpble
nobasneHbl y Tebs B APY3bAX, O TOM, YTO TebA B3/OManM W, BO3MOMKHO, OT TBOEro MMeHn byaer
paccblNaTbcA cnam u CCbINKU Ha GULLNMHIOBbIE CalThbl;

5. YcTaHoBM HageKHbI naposb (PIN) Ha MobUNbHBIN Tenedon;
6. OTK/IlOYM coxpaHeHMe NnaponA B bpaysepe;

7. He oTKkpbiBait daiinbl U gpyrve BAOXKEHUA B MUCbMaX, 4AXKe eCIM OHW NPULLAK OT TBOMX APY3EN.
Jlydlwe yTO4YHU Yy HUX, OTNPABAAAN It OHM Tebe 3Tn dainbl.

LUudposasa penytauus

Undposan penytauma - 3TO HeratMBHas MAM NO3UTMBHas uHopmauma B ceTm O Tebe.
KomnpomeTupytowana uHGoOpMaumsa, pasmeleHHas B MHTepHeTe, MOXET Cepbe3HbiM 06pasom
OTpa3uTbCA Ha TBOEeW peanbHOW XuM3HU. "LUudposas penyTtauma" - 3TO TBOM MMWUAXK, KOTOpPbIA
dbopmupyetca n3 MHpopmaumm o Tebe B UHTEPHETE.

TBOE MeCTO XWUTenbCTBa, y‘-IE6bI, TBOE d)VIHaHCOBOE nonoxeHue, ocobeHHoCTU XapaKTepa u“
paccka3bl O 61M3KUX - BCE 3TO HAKaMN/MBaeTcA B CETU.

MHorve nogpoCTKM NIETKOMBICIEHHO OTHOCATCA K Ny6/AMKauMm AudHoin uHdopmaumm B
WHTepHeTe, HE MOHMMAas BO3MOMKHbIX NOCNeACTBUM. Tbl JarKe HE CMOXKelWb A0rajatbCsi O TOM, YTO
doTorpadus, pasmeLleHHan 5 neT Hasag, cTana NPMUYNHOM OTKa3a NPUHATL TebA Ha paboTy.

KommeHTapuu, pasmelieHne tBoux goTtorpaduin U apyrme AeNCTBUA MOTYT HE UCYE3HYTb AaxKe
nocae TOro, Kak Tbl UX yAanuwb. Tbl He 3Haelb, KTO COXpPaHUA 3Ty MHbOpMmaLMio, Nnonana M OHa B
MOWCKOBbIE CUCTEMBI M COXPaHWAACb M OHA, a rMaBHOE: YTo MoAyMaloT 0 Tebe OKpyrKalolme Nau,
KOTOpble HalAayT 1 yBUAAT 3T0. HaliTM MHDOPMALMIO MHOTO /IET CYCTA CMOXKET Nt060 - KaK U3 f06pbIX
nobyXaeHui, Tak U C HAMepPEHMEM MPUYMHUTL Bped. ITO MOKET BbITb KTO YrogHo.

OcHOBHble COBETbI MO 3aWuTe UMPPOBOIA penyTaumm:

1. Noaymaii, npexae yem 4Yto-To Ny6/MKOBATL M NepeaaBaTb y cebsa B 610re nan B coumanbHoOm
ceTu;

2. B HacTpoliKax npodpuna ycTaHOBM OrpaHUYEHUs Ha MNPOCMOTP TBOEro npoduna u ero
CoAepXKMMOro, caenam ero Tonbko "ana apysein”;

3. He pasmewan n He yKasbiBalh MHPOPMALMIO, KOTOpPaa MOXKET KOoro-ambo ocKkopbaatb wmau



obuartb.
ABTOpCKOE nNpaso

CoBpemeHHbIe LWKOJIbHMKM - aKTUBHbIE M0/1b30BaTeNn LnMdpoBoro npoctpaHcTea. OaHaKo ganeko
He BCe 3HAlOT, YTO MO/Ib30BaHME MHOTMMM BO3MOXKHOCTAMU UMdPOBOro Mupa Tpebyet cobatoaeHus
npaB Ha UHTEeN/IEKTYaIbHYO0 COBCTBEHHOCTb.

TepmuH "MHTeNNEeKTyabHan COBCTBEHHOCTL" OTHOCUTCA K Pa3/IMYHbIM TBOPEHUAM YE€10BEYECKOro
yMa, HauMHanA Cc HOBbIX M306peTeHM 1 3HaKoB, 0603HaYaoWMX COBCTBEHHOCTb Ha NPOAYKTbI U YCAYTU, U
3aKaH4MBasA KHUramu, potorpadusamm, KWUHOGUAbMAMM U My3biKaNbHbIMW MPOU3BEAEHUAMM.

ABTOPCKMe MpaBa - 3TO MNpaBa Ha MHTENNEKTyaNnbHY0 COBCTBEHHOCTb Ha MPOM3BEAEHUA HayKMu,
NUTepaTypbl M WUCKyccTBa. ABTOpPCKME nMpaBa BbICTYNalOT B KayecTBe rapaHTMM TOro, 4To
WMHTENNeKTYa bHbI/TBOPYECKUIA TPyA asBTopa He 6yaeT HanmpacHbiM, [acT emy chnpaseguBsble
BO3MOXHOCTM 3apaboTaTbh Ha pe3y/nbTaTax CBOEro Tpyaa, NOAYYUTb U3BECTHOCTb U Npu3HaHue. HUKTO
6e3 paspelleHNa aBTopa He MOMKET BOCMPOU3BOAMUTL €ro NpousBedeHne, pacnpocTpaHaTb, nNy6anYHo
AEeMOHCTPUPOBaTb, NpPoAaBaTb, WMMNOPTUPOBATb, MyCcKaTb B MPOKaT, Ny6/AUYHO  MCMONHATH,
MOKasblBaTb/UCMOAHATL B 3dUpe am pasmeLlatb B MHTepHeTe.

Ncnonb3oBaHMe "nupaTckoro" NporpaMmMHOro obecneyeHmns MOXKeT NPUBECTM K MHOTUM PUCKaM:
OT MoTepu JaHHbIX K TBOMM aKKayHTaM [0 6/IOKMPOBKM TBOEro YCTPOMCTBa, rAe YCTaHOB/EHA
HenerasbHaa nporpamma. He cTouT TakXkKe 3abblBaTb, YTO CYLW,ECTBYIOT ferasbHble W 6ecnnaTtHble
NPOrpammbl, KOTOPble MOXHO HalTK B CETK.

O noprane
CeTeBMYOK.pd - TBOM rNaBHbIN COBETYMK B CeTU. 34EChb Tbl MOXELb Y3HaTb 0 6€30MacHOCTU B CETH

NMOHATHbIM U AOCTYNHbIM A3blIKOM, a Npun BO3HWKHOBEHUU KpVITW-IECKOﬁ CUTYyauuun O6paTMTbCﬂ 3a
coBeTOM. A TaKXe NMPUHATb y4acTMe B KOHKypCcax U CTaTb CamMbiM Ll,M(I)pOBbIM Fpa)Kp,aHMHOM!



